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(57) ABSTRACT

A method for Real-time Transport Protocol (RTP) packet
authentication on a packet data network. In particular, the
invention relates to a method for preventing toll fraud,
privacy compromise, voice quality degradation, or denial of
service (DoS) on Voice over 1P networks. The Real-time
Transport Protocol (RTP) is susceptible to several security
attacks, including thirdparty snooping of private conversa-
tions, injection of forged content, and introduction or modi-
fication of packets to degrade voice quality. The Secure
Real-time Transport Protocol (SRTP) provides confidenti-
ality, message authentication, and replay protection for RTP
traffic. However, SRTP incurs an additional overhead to
verify the HMAC-SHA1 message authentication code for
each packet. SRTP+ significantly decrease the verification
overhead compared to SRTP and thereby increases the
number of faked packets required to mount a successful
denial of service attack. SRTP+ provides packet authenti-
cation but not integrity. SRTP+ is compatible with SRTP.
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METHOD FOR REAL-TIME TRANSPORT
PROTOCOL (RTP) PACKET
AUTHENTICATION

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to methods for Real-time
Transport Protocol (RTP) packet authentication on a packet
data network. In particular, the invention relates to methods
for preventing toll fraud, privacy compromise, voice quality
degradation, or denial of service (DoS) on Voice over IP
networks.

2. Description of Background Art

Telephony via Voice over IP (VoIP) offers tremendous
potential in rich features and cost savings. However, the
leveraging of data networks and their corresponding com-
munication protocols also carries attendant security vulner-
abilities. Furthermore, VoIP protocols for signaling and
media transport themselves present additional vulnerabili-
ties that might lead to toll fraud, privacy compromise, voice
quality degradation, or denial of service (DoS).

In particular, the Real-time Transport Protocol (RTP) used
as the basis for media transport is susceptible to several
attacks, including third-party snooping of private conversa-
tions, injection of forged content, and introduction or modi-
fication of packets to degrade voice quality.

A description of RTP can be found in

H. Schulzrinne, S. Casner, R. Frederick, and V. Jacobson,

“RTP: A Transport Protocol for Real-Time Applica-
tions,” IETF RFC 3550, July 2003, <http://www.iet-
f.org/rfc/rfc3550.txt?number=3550>.

In response to concerns about these RTP vulnerabilities,
the Internet Engineering Task Force (IETF) Audio/Visual
Transport Working Group proposed the Secure Real-time
Transport Protocol (SRTP), which provides confidentiality,
message authentication, and replay protection for RTP traf-
fic. As with SRTP, SRTCP provides similar security for RTP
Control Protocol (RTCP) traffic.

The SRTP specifies Advance Encryption Standard (AES)
encryption of the RTP payload and a message authentication
hash of the header and the encrypted payload using Keyed-
Hashing for Message Authentication (HMAC-SHAL1) to
achieve enhanced security. Avaya products are supported by
this newer AES encryption as well as the earlier imple-
mented Avaya Encryption Algorithm (AEA) encryption.
MAC-SHALI is the default message authentication code, and
its implementation is mandatory. However, optional mes-
sage authentication codes are permitted. HMAC-SHA1 pro-
duces a 160-bit digest and recommends that no more than 80
bits to be truncated from the least significant end. However,
128 bits can be truncated (resulting in a 32-bit authentication
tag) for bandwidth efficiency if the following conditions are
met: (1) the RTP payload is stateless, (2) an attacker is
unlikely to be able to intelligently modity the SRTP cipher-
text, (3) and no data forwarding or access control decisions
are made based on the RTP data.

Further descriptions of S RTP, AES, HMAC-SHAL1, and
AEA can be found respectively, in

M. Baugher, D. McGrew, M. Naslund, E. Carrara, and K.

Norrman, “The Secure Real-time Transport Protocol,”
IETF RFC 3711, March 2004, http://www.ietf.org/rfc/
rfc3711 txt?number=3711;

National Institute for Standards and Technology (NIST),

“Advanced Encryption Standard (AES),” FIPS Pub
197, http://csrc.nist.gov/publications/fips/fips197/fips-
197.pdf;
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H. Krawczyk, M. Bellare, and R. Canetti, “HMAC:
Keyed-Hashing for Message Authentication,” 1ETF
RFC 2104, February 1997, http://www.ietf.org/rfc/
rfc2104.txt?number=2104; and

R. Gilman, “Ar Efficient Encryption Algorithm for Audio
Version 1.2,” Avaya COMPAS document93923, Jul. 3,
2002.

One potential concern for SRTP is the overhead imposed
by the authentication hash. As seen in FIG. 1, the entire
header and encrypted payload are hashed via the HMAC-
SHA1 algorithm to produce an 80-bit or 32-bit message
authentication tag. The tag must be computed so that each
packet can be authenticated.

Thus, one possible denial of service attack is to bombard
a target with a series of forged packets, each of which
contains an improper authentication tag.

FIG. 2 shows the steps for computing an authentication
tag using HMAC-SHA1. The main computation includes
hashing N=L.43 blocks of 512 bits, where [.=ceil(M/64) and
M is the number of bytes in the RTP header and payload
covered by the authentication tag. The full computation also
includes a few XOR, padding, copying operations, but the
total execution time is heavily dependent on the hashing
operations. The main processing for one SHA-1 hash con-
sists of four rounds of 20 steps each. These four rounds
contain a total of 740 32-bit logical and arithmetic opera-
tions (AND, OR, NOT, XOR, modulo addition). In addition
to the hash operations, the two 512-bit XOR operations
require 32 32-bit logical XOR operations.

However, these two XOR operations can be optimized
away. An optimization is possible for small values of M.
Each XOR operation in FIG. 2 is followed by a hash
operation. The result of the XOR and hash operations can be
precomputed and used to replace the original initialization
vector (IV) corresponding to that hash operation. These two
values only need to be calculated once because the Key and
ipad/opad values never change after the initial SRTP
exchange of keys. Thus, two hashes can be avoided in the
steady state, which reduces the computational overhead to
hashing [.+1 blocks. For G.711 speech coding at 8000 Hz,
each RTP packet payload contains 160 8-bit samples or 160
bytes. The RTP header is 12 bytes long, assuming no CSRC
fields. Thus, each RTP packet contains 172 bytes, which
means [.=ceil(172/64)=3 and N=L.+3=6. With the optimiza-
tion described above, N=L+1=4.

The authentication for each SRTP packet requires 6 SHA1
hash operations, which equates to approximately
740%6=4560 logical operations, which takes 76 ms on a 60
MHz processor, not counting control flow instructions. An
attacker can take advantage of this computational overhead
by bombarding a victim with forged packets that invoke the
authentication process with the sole intent to consume
processor cycles.

SUMMARY AND OBJECTS OF THE
INVENTION

The present invention was made in order to address the
problems of conventional SRTP methods. Described below
are three embodiments of the present invention, collectively
called SRTP+, that significantly reduce the maximum pro-
cessor cycles consumed by forged packets. Each embodi-
ment utilizes a message authentication embodiment that
does not require authentication of the entire header and
payload. This is a departure from SRTP, which performs
both message authentication and integrity checking with a
single message authentication tag. In contrast, SRTP+
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focuses only on authentication, with the intent of identifying
forged packets quickly. Thus, in the presence of many forged
packets, SRTP+ performs well. However, if all packets are
legitimate, a minimal, but constant overhead is imposed.
Also described are the expected performances of SRTP+ of
the present invention.

A first embodiment of the present invention provides a
method for Real-time Transport Protocol (RTP) packet
authentication on a packet data network, comprising the
steps of: providing a pseudorandom number generator
(PRNGQG) for generating pseudorandom numbers; exchanging
a PRNG seed in a secure manner between two end points of
the network; assigning one of the pseudorandom numbers to
each RTP packet based on an RTP sequence number as an
authentication tag on endpoint 1; attaching the assigned
pseudorandom number to each of the packets on the end-
point 1, and transmitting the packets to the endpoint 2;
generating the pseudorandom number corresponding to the
sequence number of the received packet on the endpoint 2;
comparing the generated pseudorandom number to the
authentication tag included in the arriving RTP packet on the
endpoint 2; and authenticating only the RTP packets having
the authentication tags which match the generated pseudo-
random number; and when a sequence number of an arriving
RTP packet is out of order because one or more of the
proceeding RTP packets was dropped or delayed, iterating
the PRNG multiple times such that the pseudorandom
number generated corresponds to the sequence number in
the arriving RTP packet, the iterating step starting with the
sequence number of the last properly received RTP packet.

A second aspect of the present invention provides a
method for Real-time Transport Protocol (RTP) packet
authentication on a packet data network, comprising the
steps of: selecting a key on endpoint 1 of the network;
securely sending the key to endpoint 2 of the network;
generating a hash of a sequence number and a timestamp in
a packet and sending the hash to the endpoint 2 along with
the packet; computing the hash of a sequence number and a
timestamp of the received packet using the previously
received key on the endpoint 2; comparing the received hash
and the computed hash; and if the received hash and the
computed hash are equal, accepting the packet.

A third embodiment of the present invention provides a
method for Real-time Transport Protocol (RTP) packet
authentication on a packet data network, comprising the
steps of: generating N ordered, random numbers on End-
point 1; sending the N random numbers to Endpoint 2 as part
of an encrypted payload of a SRTP packet; decrypting and
storing the N random numbers on the Endpoint 2; generating
one additional random number that is appended to a current
sequence of the N random numbers, resulting in N+1
random numbers on the Endpoint 1; sending a first one of the
N+1 ordered, random numbers in cleartext form along with
remaining ones of the N ordered random numbers in
encrypted form in a current packet, from the Endpoint 1 to
the Endpoint 2; comparing the random number received in
cleartext form on the Endpoint 2 with the N random numbers
stored on the Endpoint 2; and if the random number received
in cleartext form matches one of the previously stored N
random numbers, accepting the packet, which entails
decrypting the N random numbers in the packet, and storing
the previously stored random numbers as a current set of the
N random numbers.

Further scope of applicability of the present invention will
become apparent from the detailed description given here-
inafter. However, it should be understood that the detailed
description and specific examples, while indicating pre-
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ferred embodiments of the invention, are given by way of
illustration only, since various changes and modifications
within the spirit and scope of the invention will become
apparent to those skilled in the art from this detailed descrip-
tion.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will become more fully understood
from the detailed description given hereinbelow and the
accompanying drawings which are given by way of illus-
tration only, and thus are not limitative of the present
invention, and wherein:

FIG. 1 illustrates a conventional SRTP Packet;

FIG. 2 illustrates an SRTP Authentication Tag Generation
using HMAC-SHAL;

FIG. 3 illustrates the SRTP+ Authentication Tag Location
of the present invention;

FIG. 4 illustrates the FIPS 140 Approved Cryptographi-
cally Secure Pseudo-random Number;

FIG. 5(A) is a schematic diagram of an SRTP+ Commu-
nications for Pseudorandom Number Sequence of Embodi-
ment 1 of the present invention;

FIG. 5(B) is a flow chart of the steps of the method of

Embodiment 1 of the present invention;

FIG. 6(A) is a schematic diagram of an SRTP+ Commu-
nications for Sequence Number/Timestamp Hash of
Embodiment 2 of the present invention;

FIG. 6(B) is a flow chart of the steps of the method of
Embodiment 2 of the present invention;

FIG. 7(A) is a schematic diagram of an SRTP+ Commu-
nications for Secret Random Number Chaining of Embodi-
ment 3 of the present invention;

FIG. 7(B) is a flow chart of the steps of the method of
Embodiment 3 of the present invention; and

FIG. 8 illustrates the time to generate one pseudorandom
number with the method of Embodiment 1 as a function of
key size.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

This section describes the three proposed embodiments
for SRTP+. The embodiments differ in the manner in which
they generate and verify an authentication tag for each RTP
packet. However, all three embodiments append a tag to
each packet. FIG. 3 displays the fields of an RTP header. The
RTP specification allows header extensions if the Extension
(labeled as “X”) field is set to 1. The actual header extension
is appended to the original header and consists of an
extension length as well as the extension data itself. Use of
this second location is convenient and simply takes advan-
tage of the existing RTP specification. However, some
transport mechanisms might compress the header to mini-
mize bandwidth utilization, in which case header extensions
might not be allowed. For that situation, the tag may be
attached to the RTP payload immediately after the SRTP
HMAC tag, which is shown in FIG. 1.

1. Secret Pseudorandom Number Sequence
(Embodiment 1)

In this embodiment the authentication tag is a number in
a cryptographically secure pseudorandom number sequence.
Each RTP packet is assigned a pseudorandom number based
on its sequence number, as shown in Table 1. Each RTP
packet has a sequence number which is included in the















