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STATEFUL AND CROSS-PROTOCOL
INTRUSION DETECTION FOR VOICE OVER
IP

FIELD OF THE INVENTION

The present invention relates to telecommunications in
general, and, more particularly, to network security.

BACKGROUND OF THE INVENTION

Anintrusion is when an unauthorized user (e.g., a “hacker,”
etc.) attempts to break into or misuse (e.g., steal confidential
data, etc.) a computer system. An intrusion-detection system
(IDS) monitors messages (e.g., packets, etc.) incoming to a
computer system and outgoing from the computer system,
and based on these messages tries to determine whether an
intrusion is being attempted. An intrusion-detection system
might conclude that an intrusion attempt is in progress when
an atypical or suspicious sequence of messages occurs, or
when a sequence of messages matches a known “intrusion
signature.”

FIG. 1 depicts a schematic diagram of telecommunications
system 100 in accordance with the prior art. As shown in FIG.
1, telecommunications system 100 comprises internal net-
work 101 (e.g., a corporate metropolitan-area network, a
residential local-area network, etc.), which receives messages
via an external network (e.g., the Internet, etc.) and sends
messages via the external network to external data-processing
systems.

FIG. 2 depicts a schematic diagram of the elements of
internal network 101, in accordance with the prior art. As
shown in FIG. 2, internal network 101 comprises: intrusion-
detection system 202, firewall 203, and computer systems
204-1 through 204-N, where N is a positive integer, intercon-
nected as shown.

Each computer system 204-», where nel, 2, K, N, might be
a personal computer, a server, a laptop computer, a personal
digital assistant (PDA) with wireless local-area network com-
munication capability, etc.

An incoming message that is directed to computer system
204-n, where nel, 2, K, N, first passes through firewall 203,
which inspects the message and decides whether to block the
message from reaching its destination or to let the message
through based on rules in a rule set. Examples of rules
include: block all messages from domain badguys.com;
block all messages except those of a certain protocol type; etc.

If firewall 203 lets the incoming message through, then
intrusion-detection system 202 subsequently receives the
message and inspects it. Intrusion-detection system 202 pro-
vides an additional layer of security by detecting intrusion
attempts that comprise one or more messages that are allowed
through firewall 203. For example, firewall 203 might restrict
external access to a web server in internal network 101 to port
80, but without an intrusion-detection system, it might be
possible to attack the web server itself via legitimate traffic
through port 80 due to bugs in the web server software (e.g.,
ColdFusion, Apache, etc.). As an analogy, firewall 203 acts as
a “fence” around internal network 101. A fence provides
security but does not have the ability to detect when someone
is trying to break in (e.g., by digging an underground tunnel,
etc.). Intrusion-detection system 202, however, is able to rec-
ognize some break-in attempts that firewall 203 cannot
detect.

Voice over Internet Protocol (VoIP) systems transmit voice
traffic over packet-switched Internet Protocol (IP) data net-
works in lieu of circuit-switched telephony networks (e.g.,
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the Public Switched Telephone Network, etc.). Typically,
Voice over Internet Protocol systems are based one of two
main protocols: H323 and Session Initiation Protocol (SIP).
In both types of systems, VoIP user agents at the calling and
called telecommunications terminals (e.g., hardphones, soft-
phones, etc.) send and receive packets that contain encoded
voice signals in accordance with the Real-time Transport
Protocol (RTP). In addition, a VoIP gateway might employ a
media management protocol such as the Media Gateway
Control Protocol (MGCP) or MEGACO/H.248 in order to
translate traffic transparently between an IP-based network
and anon-IP-based network (e.g., between a PSTN phone and
an IP phone, etc.).

A major advantage of VoIP is that it enables the conver-
gence of voice and data networks. By migrating voice traffic
to data networks, however, the voice network becomes vul-
nerable to intrusions and other attacks (e.g., denial-of-service
attacks, authentication attacks, etc.) that compromise privacy,
quality of service, and accurate billing. Furthermore, due to
characteristics of Voice over Internet Protocol systems, some
intrusion-detection systems of the prior art provide inad-
equate security against intrusions that employ VoIP packets
(i.e., VoIP-based intrusions).

What is needed is an intrusion-detection system that is able
to detect VolP-based intrusion attempts, as well as some other
kinds of intrusion attempts that exhibit some of the same
characteristics as VoIP-based intrusions.

SUMMARY OF THE INVENTION

The present invention is based on the observation that a
particular characteristic of Voice over Internet Protocol traffic
can make it difficult for some intrusion-detection systems to
recognize a VoIP-based intrusion attempt. In particular, the
illustrative embodiment is based on the fact that (i) Voice over
Internet Protocol is a service that is supported by a plurality of
protocols (e.g., SIP, RTP, etc.), and (ii) it is possible to attack
a data-processing system via particular sequences of mes-
sages that span across two or more of these protocols.

For example, call hijacking is one type of VoIP-based intru-
sion. In call hijacking, an attacker sends a SIP REINVITE
message to the VoIP user agent at the called terminal. Typi-
cally, a RENIVITE message is sent for call migration (e.g.,
transferring a call from a wireline phone to a cellular phone,
etc.). However, a malicious REINVITE message sent by a
third-party attacker can redirect RTP traffic sent to the called
terminal to some other terminal.

Another example of a VoIP-based intrusion is calleda BYE
attack, the goal of which is to prematurely terminate a call. In
a BYE attack, an attacker sends a faked SIP BYE message to
auser agent A currently engaged in a VoIP call. User agent A,
upon receiving the BYE message, concludes that the user
agent of the remote party (user agent B) wants to terminate the
call. Consequently, user agent A stops its outgoing RTP mes-
sage stream immediately, while user agent B, unaware of the
third-party BYE message, continues to send RTP messages to
user agent A.

In both of these examples, an intrusion is based on mes-
sages for two application-layer protocols: SIP and RTP. Such
intrusions can be thwarted in the illustrative embodiment of
the present invention by including an appropriate cross-pro-
tocol rule in the intrusion-detection system rule base (i.e., a
rule that has a pre-condition covering two or more protocols.)
As will be appreciated by those skilled in the art, although the
illustrative VoIP-based intrusions described above involve
protocols SIP and RTP, some VoIP-based intrusions might be
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based on other protocol combinations. For example, some
instant messaging attacks are based on a combination of SIP
and IP messages.

As will be clear to those skilled in the art, in the illustrative
embodiment of the present invention, cross-protocol rules
can be employed to protect against intrusions that are based
on services other than Voice over Internet Protocol. More-
over, as illustrated above, cross-protocol intrusions (whether
VoIP-based or not) can employ sub-application-layer proto-
cols (e.g., Internet Protocol, etc.) as well as application-layer
protocols (e.g., SIP, RTP, etc.).

In addition to allowing cross-protocol rules, the intrusion-
detection system of the illustrative embodiment is stateful
(i.e., it allows rules with pre-conditions that are based on the
state of a protocol in a particular session). As is well-under-
stood in the art, the state of a protocol at any particular time
during a session can be based on any prior events in the
session (e.g., messages, timeouts, etc.). Moreover, a cross-
protocol intrusion typically involves two or more sessions
(e.g., a SIP session and a RTP session, etc.) that are interre-
lated in some fashion (e.g., the sessions belong to the same
call, belong to the same transaction, etc.)

In the illustrative embodiment of the present invention, the
firewall, like the intrusion-detection system, is stateful and is
capable of employing cross-protocol rules. As will be appre-
ciated by those skilled in the art, however, in some embodi-
ments of the present invention the firewall might not be state-
ful, or might not be capable of employing cross-protocol rules
like the intrusion-detection system.

The illustrative embodiment comprises generating at a
data-processing system a signal based on (i) the state of a first
protocol in a first session, and (ii) the state of a second pro-
tocol in a second session; wherein the first protocol is differ-
ent than the second protocol.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 depicts a schematic diagram of a telecommunica-
tions system in accordance with the prior art.

FIG. 2 depicts a schematic diagram of the elements of
internal network 101, as shown in FIG. 1, in accordance with
the prior art.

FIG. 3 depicts a schematic diagram of the elements of an
internal network in accordance with the illustrative embodi-
ment of the present invention.

FIG. 4 depicts the logical architecture of intrusion-detec-
tion system 302, as shown in FIG. 3, in accordance with the
illustrative embodiment of the present invention.

FIG. 5 depicts a flowchart of the salient tasks of intrusion-
detection system 302, in accordance with the illustrative
embodiment of the present invention.

FIG. 6 depicts the logical architecture of firewall 303, as
shown in FIG. 3, in accordance with the illustrative embodi-
ment of the present invention.

FIG. 7 depicts a flowchart of the salient tasks of firewall
303, in accordance with the illustrative embodiment of the
present invention.

FIG. 8 depicts a schematic diagram of the elements of
internal network 301, as shown in FIG. 3, in accordance with
a second illustrative embodiment of the present invention.

DETAILED DESCRIPTION

FIG. 3 depicts a schematic diagram of the elements of
internal network 301 in accordance with the illustrative
embodiment of the present invention. As shown in FIG. 3,
internal network 301 comprises: intrusion-detection system
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4

302, firewall 303, and computer systems 204-1 through 204-
N, where N is a positive integer, interconnected as shown.

Computer systems 204-1 through 204-N remain
unchanged from the prior art in accordance with the illustra-
tive embodiment of the present invention. Therefore no
changes in software, hardware, etc. are required for any of
computer systems 204 in order to make and use embodiments
of the present invention.

Intrusion-detection system 302 is capable of protecting
internal network 301 from some intrusion attempts, in accor-
dance with the illustrative embodiment of the present inven-
tion. In particular, intrusion-detection system 302 is capable
of storing stateful cross-protocol intrusion signatures in its
rule base, and of recognizing intrusion attempts that match
one or more of these signatures, as described below and with
respect to FIGS. 4 and 5,

Firewall 303 is capable of preventing selected incoming
messages from entering further into internal network 301, in
accordance with the illustrative embodiment of the present
invention. As is described below and with respect to FIGS. 6
and 7, firewall 303 is capable of storing stateful cross-proto-
col rules in its rule base, and of blocking incoming messages
accordingly based on one or more of these rules.

As will be appreciated by those skilled in the art, in some
embodiments one or both of intrusion-detection system 302
and firewall 303 might also inspect outgoing messages from
internal network 301. In such embodiments, an outgoing
message might be blocked (e.g., a message for opening a File
Transfer Protocol session, etc.), or an intrusion alert might be
generated based on the outgoing message (e.g., a spoofed
outgoing VoIP message, etc.).

As will further be appreciated by those skilled in the art, in
some embodiments intrusion-detection system 302 might be
ahardware-based “appliance” that comprises a processor and
memory, while in some other embodiments intrusion-detec-
tion system 302 might be a program that runs on a server,
personal computer, etc. Similarly, in some embodiments fire-
wall 303 might be a hardware appliance that comprises a
processor and memory, while in some other embodiments
firewall 303 might be a program that runs on a server, personal
computer, etc. As will be further appreciated by those skilled
in the art, in some embodiments intrusion-detection system
302 and firewall 303 might belong to a single hardware appli-
ance, or might be programs that run on a single platform.

FIG. 4 depicts the logical architecture of intrusion-detec-
tion system 302, in accordance with the illustrative embodi-
ment of the present invention. As shown in FIG. 4, intrusion-
detection system 302 comprises four program modules:
message processor 410, state generator 420, event generator
430, and rule-matching engine 440; and four data: trail his-
tory 415, trail states 425, event history 435, and rule base 445.
The sequence of control- and dataflow-events that occur
when an incoming message arrives at intrusion-detection sys-
tem 302 is represented in FIG. 4 by events 407, 413,417, 422,
423,427,432, 433,437, 442, 443, and 447.

An incoming message arriving at intrusion-detection sys-
tem 302 (dataflow-event 407) is received by message proces-
sor 410. Message processor 410 is capable of:

(1) fragmentation and reassembly in accordance with the
appropriate protocol (e.g., Internet Protocol, etc.),

(ii) protocol decoding, and

(iii) storing a footprint (i.e., information about the mes-
sage) in trail history 415 (dataflow-event 413).

Trail history 415 organizes footprints into trails that repre-
sent a particular session/protocol combination (e.g., a first
SIP trail, a second SIP trail, a first RTP trail, etc.).












