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[57] ABSTRACT

Fault tolerance is provided in a computing system using a
technique referred to as indirect instrumentation. In one
embodiment, a number of different copies of a given target
program are executed on different machines in the system.
Each of the machines includes a controller for controlling
the execution of the copy of the target program on that
machine. The controllers communicate with a user interface
of an instrumentation tool on another machine. A user
specifies variables to be monitored, breakpoints, voting and
recovery parameters and other information using the user
interface of the instrumentation tool, and the tool commu-
nicates corresponding commands to each of the controllers
for use in executing the copies. A fault is detected in one of
the copies by comparing values of a user-specified variable
generated by the different copies at the designated break-
points. Upon detection of a fault in a given one of the copies,
a checkpoint is taken of another one of the copies that has
been determined to be operating properly, and a new copy is
restarted from the checkpoint. The use of the controllers
allows faults to be detected and appropriate recovery actions
to be taken without modification of target program code.

19 Claims, 9 Drawing Sheets
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1
FAULT TOLERANCE VIA N-MODULAR
SOFTWARE REDUNDANCY USING
INDIRECT INSTRUMENTATION

RELATED APPLICATION

The present invention is related to the invention described
in U.S. patent application Ser. No. 09/100,827 entitled
“Distributed Indirect Software Instrumentation,” filed con-
currently herewith in the names of inventors Reinhard
Klemm, Navjot Singh and Timothy K. Tsai, and assigned to
the assignee of the present invention.

FIELD OF THE INVENTION

The present invention relates generally to computing
systems, and more particularly to techniques for providing
fault tolerance in such systems.

BACKGROUND OF THE INVENTION

It is often desirable, in both distributed and non-
distributed computing systems, to provide a mechanism for
making the system tolerant to faults such as process failures
and machine failures. The most important aspects of such
fault tolerance mechanisms are generally error detection and
error recovery. Conventional computing systems have been
implemented which use process replication in conjunction
with voting to perform error detection, and checkpointing to
perform error recovery. Process replication generally
involves running multiple copies of a given target program
on different machines, and is also referred to as “N-version”
or “N-modular” programming. Each of the copies of the
program returns data values at specified breakpoints, and the
voting process is used to determine if any of the processes
or machines have failed. For example, if the returned data
from all but one of the copies is the same, it can be assumed
that the minority copy has experienced a failure. In the event
of such a failure, a checkpoint is taken using one of the
copies which is executing properly, and the failed process is
restarted from the checkpoint. Details regarding these and
other conventional techniques are described in, for example,
J. Long, W. K. Fuchs, and J. A. Abraham, “Forward recovery
using checkpointing in parallel systems,” Proc. IEEE Inter-
national Conference on Parallel Processing, pp. 272-275,
1990; D. K. Pradhan and N. H. Vaidya, “Roll-forward and
rollback recovery: Performance-reliability trade-off,” Proc.
24th Fault-Tolerant Computing Symposium, pp. 186—195,
1994; D. K. Pradhan and N. H. Vaidya, “Roll-forward
checkpointing scheme: A novel fault-tolerant architecture,”
IEEE Transactions on Computers, 34(10):1163-1174, Octo-
ber 1994; and Algirdas A. Avizienis, “The Methodology of
N-Version Programming,” in Michael R. Lyti, editor, Soft-
ware Fault Tolerance, pp. 23—46, John Wiley & Sons Ltd.,
1995.

Conventional fault tolerance techniques generally require
the modification of either source code or binary executable
code to add the above-noted error detection and recovery
functionality. These modifications are typically performed
prior to execution of the target program and often require the
user to edit files or to run direct instrumentation software,
which can be inefficient. Moreover, conventional techniques
which rely on an operating system to detect errors have the
disadvantage of being unable to preserve data integrity when
no operating system exception is triggered. Other conven-
tional schemes use algorithm-based detection methods that
are generally not applicable to many types of programs.

SUMMARY OF THE INVENTION

The invention utilizes a technique referred to as indirect
software instrumentation to achieve fault tolerance in a
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2

computing system. An illustrative embodiment is imple-
mented in a system which includes a number of computers
or other machines. Different copies of a given target pro-
gram are executed on different machines in the system. Each
of the machines executing a copy of the target program
includes a controller for controlling the execution of that
copy. The controllers each communicate with a user inter-
face of an instrumentation tool which may be implemented
on another machine. A user interacts with the interface to
specify the variables to be monitored or “voted” on, break-
points at which the voting takes place, voting and recovery
parameters and other information, and the tool communi-
cates corresponding commands to each of the controllers. A
fault is detected in one of the copies by comparing values of
one or more of the user-specified variables generated by the
different copies at the designated breakpoints. At a given
breakpoint, the controllers report these values to a vote
processing mechanism which may be implemented on any
one or more of the machines of the system, and the vote
processing mechanism determines whether a fault has
occurred. Upon detection of a fault in a given one of the
copies, a checkpoint is taken of another one of the copies
that has been determined to be fault-free, and a new copy is
restarted from the checkpoint. The use of separate control-
lers for controlling execution of each of the copies of the
target program based on user-specified information allows
faults to be detected and appropriate recovery actions to be
taken without modification of target program code. Other
embodiments may be implemented using a single machine
for executing each of the copies, or may execute multiple
copies on certain machines.

The invention provides a general error detection and
recovery technique that ensures data integrity for critical
data without the need for any modification of source code or
executable code, while also providing a high degree of
automation and transparency for fault-tolerant configuration
and operation. The invention is suitable for use with many
different types of programs. In addition, the invention pro-
vides the ability to perform error detection for applications
for which no source code or only minimal knowledge of the
code is available, including so-called “legacy” applications.
The types of faults that are tolerated in the illustrative
embodiment include transient and permanent hardware
faults on a single machine and certain types of application
and operating system software faults, although other
embodiments can provide other types of fault tolerance.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of an illustrative embodiment
of an indirect instrumentation software tool which may be
used to implement fault tolerance in accordance with the
invention;

FIG. 2 illustrates different operating modes supported by
the FIG. 1 embodiment;

FIGS. 3A-3B and FIG. 4 show creation and created
graphical user interfaces (GUIs), respectively;

FIGS. 5 and 6 show more detailed views of the frontend
and backend portions, respectively, of the FIG. 1 instrumen-
tation tool;

FIG. 7 illustrates an exemplary embodiment of a com-
puting system in accordance with the invention which
utilizes indirect instrumentation to provide fault tolerance;

FIG. 8 illustrates checkpointing in the embodiment of
FIG. 7, and

FIG. 9 is a timing diagram illustrating the operation of the
embodiment of FIG. 7.
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DETAILED DESCRIPTION OF THE
INVENTION

The present invention will be illustrated below in con-
junction with an exemplary computing system. It should be
understood, however, that the invention is not limited to use
with any particular type of computing system, but is instead
more generally applicable to any computing environment or
application in which it is desirable to provide fault tolerance
in a more efficient manner than has heretofore been possible.
The disclosed techniques can be utilized with computers or
other machines arranged in local area networks, wide area
networks, metropolitan area networks, intranets, extranets
and global networks such as the Internet. The term “pro-
gram” as used herein is intended to include any type of
instruction, code, process, thread or the like which runs on
a computer or other machine in a computing system. The
term “distributed system” is intended to include any system
which includes two or more computers or other machines.
The term “machine” as used herein should be understood to
include a computer, a workstation or any other type of data
processing device as well as various components of such
devices. The term “remote machine” as used herein refers
generally to any computer, workstation or other data pro-
cessing device which executes a process on behalf of
another machine. A remote machine in accordance with the
invention therefore need not be geographically remote from
the host machine. The term “indirect instrumentation” refers
to instrumentation that can be implemented without directly
altering either the source code or the executable code of an
instrumented target program. An “instrumentation tool”
refers generally to any software program which implements
at least a portion of an instrumentation process. The term
“controller” refers generally to any software program or
other mechanism which provides one or more of the func-
tions described herein as associated with a backend of an
instrumentation tool, and may be used to designate the entire
backend as well as an element or elements of the backend.

Software instrumentation refers generally to the process
of modifying a program to include additional code, referred
to as instrumentation code, which is designed to provide
various types of monitoring and analysis of program per-
formance during program execution. Instrumentation, in
addition to monitoring and analysis of program
performance, also includes other activities such as modifi-
cations for fault tolerance, e.g., checkpointing, and fault
injection. Instrumentation thus typically involves some
modification of a target program to alter or add functionality.
For example, instrumentation code may be used to provide
indications as to whether or not particular branches are taken
when a program is executed with a given set of inputs, or to
interrupt a processor during execution in order to aid in fault
location.

FIG. 1 illustrates the general architecture of an indirect
instrumentation software tool which may be used to provide
fault tolerance in accordance with the invention. This
embodiment is implemented in a distributed system 10
which includes a user machine 12 and a remote machine 14.
The user machine 12 and the remote machine 14 commu-
nicate via a communication medium 15 which in this
embodiment includes a web-embedded application layer 16
and a conventional Transmission Control Protocol/Internet
Protocol (TCP/IP) layer 18. The web-embedded application
layer 16 may be any suitable message-passing mechanism
configured to operate with the TCP/IP layer 18. Additional
details regarding an exemplary web-embedded application
layer can be found in the above-cited U.S. patent application
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4

Ser. No. 09/100,827. Other types of communication media
may be used in alternative embodiments. Moreover, other
embodiments of the indirect instrumentation tool may be
implemented using a single machine, or more than two
different machines.

The indirect instrumentation software tool includes a
“frontend” portion and a “backend” portion. The frontend is
implemented on the user machine 12 and includes, among
other elements, a “creation” graphical user interface (GUI)
20. The frontend may be, for example, one or more Java
applets that can be executed on a Java-enabled computer or
other suitable machine. The backend is implemented on the
remote machine 14 and includes two software processes: a
target program 22, i.e., the program that is to be
instrumented, and backend software 24 that performs the
instrumentation on the target program 22. As will be
described in greater detail below, the backend software 24
may be comprised of multiple processes and threads. Within
target program 22, element 25 represents the control-flow
execution of the target program, and element 26 represents
the data space of the target program. The backend software
24 includes a controller 27. The frontend provides an
interface between the user and the backend software 24
which controls the target program 22. In a fault tolerant
computing implementation, the frontend also serves to pro-
vide voting functions and coordination of multiple back-
ends. The GUI 20 of the frontend is preferably point-and-
click driven and has pull-down menus, windows, lists,
buttons, and text fields, as will be described in greater detail
in conjunction with FIGS. 3A-3B.

The controller 27 running on remote machine 14 directs
the control flow of the target program 22 and provides
observability into the internal state of the program 22 as it
executes. The controller 27 has the ability to direct the target
program to commence, suspend, and terminate execution at
any point. It also is able to view and manipulate the entire
data space of the target program, including static and
dynamic data and processor registers. The controller 27 may
include a debugger, e¢.g., a conventional gdb or dbx
debugger, or a low-level facility provided by the operating
system, e.g., a conventional ptrace facility or the /proc file
system in UNIX, which serves as the part of the backend that
directly controls and communicates with the target program
22 It will be assumed that in the illustrative embodiment the
controller 27 includes the gdb debugger as described in R.
M. Stallman, “Debugging with GDB: the GNU Source-
Level Debugger,” 4.12 edition, January 1994, which is
incorporated by reference herein. Although alternatives exist
for use in the controller 27, the gdb provides the desired
functionality and has been extensively tested and ported to
many platforms. The controller 27 allows indirect instru-
mentation to be automated, such that the amount of hand-
coded instrumentation code is reduced to the greatest extent
possible. The user of the instrumentation tool interacts
primarily with the GUI 20 of the frontend, while the
instrumentation is performed by the controller 27 of the
backend. The distributed configuration of the indirect instru-
mentation software tool expands its utility beyond conven-
tional software instrumentation and makes possible the
implementation of distributed software fault tolerance in a
manner to be described below.

It should be noted that although the instrumentation tool
in the illustrative embodiment includes a controller which
has a debugger as one of its components, the tool itself
provides additional capabilities typically not found in a
debugger. A debugger is generally capable of performing
many low-level tasks such as managing breakpoints, execut-


















