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DISTRIBUTED INDIRECT SOFTWARE
INSTRUMENTATION

RELATED APPLICATION

The present invention is related to the invention described
in U.S. patent application Ser. No. 09/100,826 entitled
“Fault Tolerance Via N-Modular Software Redundancy
Using Indirect Instrumentation,” filed concurrently herewith
in the name of inventor Timothy Tsai, and assigned to the
assignee of the present invention.

FIELD OF THE INVENTION

The present invention relates generally to computing
systems, and more particularly to software instrumentation
techniques for use in such systems.

BACKGROUND OF THE INVENTION

Software instrumentation refers generally to the process
of modifying a program to include additional code, referred
to as instrumentation code, which is designed to provide
various types of monitoring and analysis of program per-
formance during program execution. Instrumentation also
includes other activities such as modifications for fault
tolerance, e.g., checkpointing, and fault injection. Instru-
mentation thus typically involves some modification of a
target program to alter or add functionality. For example,
instrumentation code may be used to provide indications as
to whether or not particular branches are taken when a
program is executed with a given set of inputs, or to interrupt
a processor during execution in order to aid in fault location.
Existing software instrumentation methods can be broadly
categorized as static methods and dynamic methods.

Static methods modify program code before the start of
code execution, while dynamic methods delay modifications
until the program is loaded into memory. Static software
instrumentation involves the direct modification of code and
can be performed at various stages of code development.
One very common form of instrumentation is the use of the
cpp C-language preprocessor, which performs automatic
source code instrumentation. Other examples of source code
instrumentation tools include the FAUST fault injection tool,
as described in B.-H. Suh et al., “FAUST—Hfault injection
based automated software testing,” Proccedings of the 1991
Systems Design Synthesis Technology Workshop, Silver
Spring, Md., September 1991, and the Motlira software
mutation testing tool, as described in B. J. Choi et al., “The
mothra tools set,” Proceedings of the 22nd Hawaii Interna-
tional Conference on Systems and Software, pages 275-284,
Kona, Hi., January 1989.

Static instrumentation can also be performed on assembly
code. Optimizers embedded in compiler backends are an
example of assembly code instrumentation. Perhaps the
most easily recognizable form of static software instrumen-
tation is performed on binary code. Tools such as the pixie
profiling tool described in “RISCompiler and C Program-
mer’s Guide,” Computer Systems, Inc., 930 Arques Ave.,
Sunnyvale, Calif. 94086, 1986, and the FIAT fault injection
tool described in J. H. Barton et al., “Fault injection experi-
ments using FIAT,” IEEE Transactions on Computers,
39(4):575-582, April 1990, directly modify the executable
image of their target applications. Other tools, such as the
libft checkpointing tool described in Y. Huang and C.
Kintala, “Software fault tolerance in the application layer,”
Software Fault Tolerance, Michael Lyu, ed., ch. 10, Wiley,
1995, incorporate additional code into the original code by
linking
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2

the original code with new libraries or object code files. In
fact, the process of linking object files may also be viewed
as a form of software instrumentation, because the object
files themselves are modified to create a single executable
program.

As noted above, dynamic software instrumentation
methods, in contrast to static methods, do not perform any
modifications until the program has been loaded into
memory. As the program executes, the instrumentation code
is executed in parallel, either as a separate process or thread,
or as in-lined code. This instrumentation code allows the
program’s dynamic state to be observed and modified. A
number of different dynamic instrumentation methods exist.
The environment external to the program can be modified,
as with the 3-D file system described in G. S. Fowler et al.,
“A user-level replicated file system,” USENIX Conference
Proceedings, pages 279-290, Cincinnati, Ohio, Summer
1993. The operating system can be directly modified, as with
the FTAPE fault injection tool described in T. K. Tsai et al.,
“An approach towards benchmarking of fault-tolerant com-
mercial systems,” Proceedings of the 26th International
Symposium on Fault-Tolerant Computing, pages 314-323,
Sendai, Japan, June 1996, or the state of the operating
system or system calls can be monitored, as with the UNIX
strace utility. The process of linking dynamic shared librar-
ies can be modified to substitute alternate instrumented
libraries, such as with the REPL file duplication software
described in the above-cited Y. Huang and C. Kintala
reference. Finally, the execution of the program can be
directly controlled via a software controller with the ability
to selectively interrupt the program and execute instrumen-
tation code, as in the FERRARI fault injection tool described
in G. A. Kanawati et al., “FERRARI: A flexible software-
based fault and error injection system,” IEEE Transactions
on Computers, 44(2):248-260, February 1995.

The conventional static and dynamic instrumentation
techniques described above have a number of drawbacks.
For example, many of the techniques are implemented in a
“direct” manner, i.e., in a manner which requires changes to
either source code or executable code of an instrumented
target program. This unduly increases the complexity of the
instrumentation process, is unsuitable for use with certain
types of target programs, and fails to provide adequate
support for many increasingly important distributed com-
puting applications. Other techniques, such as the above-
noted FERRARI fault injection tool, are hard-coded to
provide only certain specific types of instrumentation.

SUMMARY OF THE INVENTION

The invention provides a general-purpose software instru-
mentation technique, referred to as “indirect
instrumentation,” in which execution of a target program is
directed by a controller. The controller operates in conjunc-
tion with other processes and/or threads to instrument the
target program by executing user-specified actions upon
occurrence of user-specified trigger events. Advantageously,
the invention can provide any desired type of instrumenta-
tion on any target program, and without modification of the
source code or executable code of the target program. An
illustrative embodiment of the invention is in the form of an
instrumentation tool that includes a frontend portion and a
backend portion. The frontend and backend portions of the
tool may each be running on a different machine, or alter-
natively both portions may run on the same machine. The
frontend portion includes a creation graphical user interface
(GUI) which allows a user to graphically design a created
GUI with customized instrumentation operations tailored to
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a given target program. The frontend portion may be imple-
mented in, for example, Java, and executed in any Java-
enabled web browser. The backend portion, which may be
implemented in C++, controls the execution of the target
program in accordance with user-specified actions and other
instrumentation functions. The frontend and backend com-
municate over a communication medium which may utilize
conventional TCP/IP messaging.

In accordance with the invention, a given target program
is instrumented by controlling its execution and implement-
ing user-specified actions in response to user-specified trig-
ger events which occur during target program execution.
The user-specified actions and events may be specified in the
creation GUI of the above-noted frontend portion. A con-
troller directing the execution of the target program operates
in conjunction with a number of other processes and/or
threads to execute the user-specified instrumentation actions
upon occurrence of the designated trigger events. The con-
troller and these other processes and/or threads may be
elements of the above-noted backend portion. Information
regarding the user-specified actions and triggers is commu-
nicated from the user interface of the frontend portion to the
controller and other processes and/or threads of the backend
portion, and is used to provide the desired inst Lamentation
without modification of target program code. The processes
and/or threads may also be used to implement counters for
monitoring a characteristic of a user-specified action. Exem-
plary user-specified actions include: (i) altering execution of
the target program; (ii) altering a value of a target program
variable; (iii) sending output of the target program to the
frontend portion; (iv) starting at least one additional pro-
gram; (v) calculating a rate of occurrence for a given event
relating to the target program; (vi) sending a message to the
frontend portion when a given event relating to the target
program occurs; and (vii) modifying a target program vari-
able based on usage of a set of operating system resources.
Exemplary user-specified trigger events include: (i) an
update of a target program variable; (ii) execution of a target
program instruction; and (iii) expiration of a timer.

Indirect instrumentation in accordance with the invention
provides substantially improved flexibility and performance
by allowing the instrumentation itself to be easily altered,
added, or deleted as the target program executes, without
modification of target program source code or executable
code. This greatly increases the convenience for the user and
decreases the amount of time needed for the user to perform
the instrumentation. The indirect nature of the instrumenta-
tion of the invention also permits the instrumentation of
certain types of target programs which generally cannot be
instrumented using conventional software instrumentation
techniques. These target programs include, for example,
“legacy” software that either has no available source code or
is very difficult to understand, and programs that are already
executing and cannot be terminated, instrumented, and
restarted. The invention also makes possible numerous dis-
tributed computing applications, including application pro-
gram modification and management, fault tolerance, real-
time collaboration, process monitoring, software
rejuvenation and graphical interface generation.

BRIEF DESCRIPTION OF THE DRAWINGS
FIG. 1 is a block diagram of an illustrative embodiment

of the invention;

FIG. 2 illustrates different operating modes supported by
the FIG. 1 embodiment;

FIGS. 3A-3B and FIG. 4 show creation and created
graphical user interfaces (GUIs), respectively;
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4

FIGS. 5 and 6 show more detailed views of the frontend
and backend portions, respectively, of the FIG. 1 embodi-
ment;

FIG. 7 illustrates the structure of an exemplary commu-
nications medium suitable for use in conjunction with the
invention; and

FIG. 8 shows exemplary command code categories for
providing instrumentation in accordance with the invention.

DETAILED DESCRIPTION OF THE
INVENTION

The present invention will be illustrated below in con-
junction with an exemplary distributed computing system. It
should be understood, however, that the invention is not
limited to use with any particular type of computing system,
but is instead more generally applicable to any computing
environment or application in which it is desirable to per-
form software instrumentation in a more convenient and
efficient mainer than is possible using conventional
approaches. The disclosed techniques can be utilized with
computers or other machines arranged in local area
networks, wide area networks, metropolitan area networks,
intranets, extranets and global networks such as the Internet.
The term “program” as used herein is intended to include
any type of instruction, code, process, thread or the like
which runs on a computer or other machine in a computing
system. The term “distributed system™ is intended to include
any system which includes two or more computers or other
machines. The term “machine” as used herein should be
understood to include a computer, a workstation or any other
type of data processing device as well as various compo-
nents of such devices. The term “remote machine” as used
herein refers generally to any computer, workstation or other
data processing device which executes a process on behalf
of another machine. A remote machine in accordance with
the invention therefore need not be geographically remote
from the host machine. The term “indirect instrumentation”
refers to instrumentation that can be implemented without
directly altering either the source code or the executable
code of an instrumented target program. An “instrumenta-
tion tool” refers generally to any software program which
implements at least a portion of an instrumentation process.
The term “controller” refers generally to any software
program or other mechanism which provides one or more of
the functions described herein as associated with a backend
of an instrumentation tool, and may be used to designate the
entire backend as well as an element or elements of the
backend.

FIG. 1 illustrates the general architecture of an indirect
instrumentation software tool in accordance with one pos-
sible embodiment of the invention. This embodiment is
implemented in a distributed system 10 which includes a
user machine 12 and a remote machine 14. The user machine
12 and the remote machine 14 communicate via a commu-
nication medium 15 which in this embodiment includes a
web-embedded application layer 16 and a conventional
Transmission Control Protocol/Internet Protocol (TCP/IP)
layer 18. The web-embedded application layer 16 may be
any suitable message-passing mechanism configured to
operate with the TCP/IP layer 18. The operation of layers 16
and 18 will be described in greater detail in conjunction with
FIG. 7 below. Other types of communication media may be
used in alternative embodiments. Moreover, other embodi-
ments of the invention may be implemented using a single
machine, or more than two different machines.

The indirect instrumentation software tool includes a
“frontend” portion and a “backend” portion. The frontend is



formed by the controller 27 of the backend. The distributed
configuration of the indirect instrumentation software tool
expands its utility beyond conventional software instrumen-
tation and makes possible the implementation of distributed
software fault tolerance, real-time collaboration, distributed
graphical interfaces, and numerous other applications.

It should be noted that although the instrumentation tool
in the illustrative embodiment includes a controller which
has a debugger as one of its components, the tool itself
provides additional capabilities typically not found in a
debugger. A debugger is generally capable of performing
many low-level tasks such as managing breakpoints, execut-
ing debugger commands when breakpoints are encountered,
and printing and modifying the values of variables. In
contrast, the instrumentation tool in the illustrative embodi-
ment configures the debugger in the controller 27 to perform
all the tasks needed in an automated, transparent, and
distributed manner. In addition, the instrumentation tool
adds the capability of incorporating and executing user-
specified code in conjunction with the target program 22 to
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button 54, a text field widget button 56 and a text area widget
button 58. These buttons allow a user to specify particular
widgets which will appear in the created GUI 30. For
example, the meter widget button 54 may be used to specify
a particular variable to be monitored in a visually perceptible
format in the created GUI 30. One such format is a hori-
zontal bar whose length is proportional to the value of the
associated variable. Other types of widgets include, for
example, pie chart widgets, time-line widgets, etc. These
and other widget classes can be included in a basic graphical
widget library that can be extended by the user.

Although not illustrated in FIGS. 3A-3B, a number of
pull-down menus may be provided in the creation GUI 20.
For example, the creation GUI 20 may include a menu for
commands related to the target program as a whole, such as
commands to load, run, interrupt, interrupt periodically, or
terminate the target program. Another menu may provide
instrumentation commands, such as commands for setting
breakpoints associated with source code lines or commands
to specify trigger mechanisms for user-defined functions.
























