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(7) ABSTRACT

A method and apparatus for a fault injection tool having
greater flexibility, ease and portability in realizing the basic
functionality of the fault injection. The basic functionality of
the fault injection process is abstracted into three base
classes, namely, a fault injector (FI), a workload generator
(WG) and a data collector (DC). A control class performs
configuration and management of the objects that are instan-
tiated from the base classes. The control class also imple-
ments a graphical user interface. For each base class there is
a corresponding core class that performs control and man-
agement of a so-called associated “plugin”. Each of the core
classes can be implemented as a single class or as a pair of
distributed classes. If a core class is implemented as a pair,
the FI, WG, or DC object controls operation of the
FIRemote, WGRemote or DCRemote object, respectively.
For each core class, the associated plugin performs the
actual functionality. A plugin is a dynamically loaded object
that can be linked with the object instantiated from the core
class without recompilation of the core class. Each plugin
includes at least a corresponding base class and, possibly,
hierarchical derived custom classes from the base class.
Many actions performed by plugins are identical or similar
for a wide range of fault injection, workload and data
collection processes. These identical and similar actions are
implemented in the abstract base classes. Intermediate
classes can be derived from the base classes, and additional
intermediate classes or the final end classes are derived from
these intermediate classes.
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FIG. 3B
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0 FIG. 7
[CINTDTS ]
FILE RUN  HELP
e =0
Functions Fault Parameters Work Loads
Parameter:1 _.
=:f4 | Iterationg:1 wutchd erwce/Apuche1 with HttpCllent
. Faulttype#:0 watchd /Service/Apache2 with HttpClient
Probably not executed functions watchd/SerwceKllS with HitpClient
Service/Apache! with HttpClient
Service/Apache2 with HttpClient
[IS with HttpClient
Service/SQL with SqlClient
BeanUpdateResourceA 2
BeginUpdateResourceW 2
BuildCommDCBA 2
BuildCommDCBAndTimeoutsA 3
BuildCommDCBAndTimeoutsW 3
BuildCommDCBW 2
CallNamedPipeA 7
CaliNamedPipeW 7
Cancello 1 -
v
Execution Parameters Outputs
rootPath=c: /ttsal/work /ntdts/ A4 | Runs_with_faults/Total_ |n[]ect|ons 18/31 1%
rshPath=c: /WINNT/system32/ rsh exe 7 | Runs_with_errs/Total_faults:0/18
jovaPath=c:/Progra~ 1 /jdk1. 2/b|n java.exe Runs_with_errs/incorrect /Total_faults:0/18
faultFilename= fuultsd| Runs_with_errs/noresponse,/Total_faults:0/18
remoteMachine=bluejay Runs_with_success_and_retries/Total_faults:0/18
runTimeout=240 Runs_with_success_and_restarts,Total_foults:4/18
absoluteMaxiter=1 Runs_with._success_and_retries_restarts Total_faults:0/18
automaticStart=1 Avg. response time:8.742
workload{:title=watchd Service‘SQL with SqlClient CreateMutexA:1:1:0:ACTIVATED FAULT #1
workload0:Woplugin=WCRPWatchdServiceSqiSqlClient
V] V]
FL:FIR:finishing
| WG:WGRP:killing Sql and descendants; mainpid = 200
DC:DCR:waiting for WGRemote workload to finish
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FIG. 8
TABLE 1
rootPath Required? Description
rootPath Yes The top—most ntDTS directory
rshPath Yest The path for rsh.exe
javaPath Yes The path for java.exe
faultFilename Yes* The name of the fault list file
remoteMachine | Yes The name of the target machine
runTimeout No Seconds before assuming target machine
is hung (default is 180 seconds)
absoluteMaxiter | No Number of interations to inject for each function
(default is 1)
automaticStart | No If 1 and main configuration file is specified on
command line, then automatically start injections
numWorkloads | Yes The number of workload sets
workloads Yes The list of workload programs and parameters
FIG. 9
TABLE 2
Parameter Required? Description
title Yes Text description of workload
faultFilename No* Name of the fault list file for this workload;
overrides global faultfilename
WGplugin Yes Name of the Java class that produces the
workload
DCplugin Yes Name of the Java class that gathers results
savefile Yes Name of file to save results to
targetinv No Which process in workload to inject (default is 1)
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FIG. 10

import java.io.*;

class WGORPClusterServiceApacheHttpClient extends WGRPClusterServiceBase |
///////////////////////////////////
/Start workload methods
public void run WorkloadStartWorkload()
g throws I0Exception, InterruptedException
clusterGroupName = “Apache_Group';
serviceName = "Apache’;
serviceProcessName = “Apache’;
clientIsLocal = true;
clientName = “HttpClient’;

stortService(cIusterGroupName, serviceName, serviceProcessName);
if (earlyExit) return;
startClient();

%

I
//Kill methods
public void stop WorkloadMethods()
killClient();
killService(clusterGroupName, serviceName, serviceProcessName);

%
|

FIG. 11

clusterGroupName = Apache_Group;
serviceName = Apache;
serviceProcessName = Apache;

clientlsLocal = true;
clientName = HttpClient;
# remoteClient = 7777, # Commented out since clientIsLocal = true
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FIG. 12
1200
WRAPPER DLL 1902  ORIGINAL DLL 1903
newFunctiont() / Function1() /
newFunction2() Function2()
newFunction3() Function3()
Application | IAT newFunction4() Functiond()
newFunction3() Function5()
FIG. 13
TABLE 3
Parameter Required? Description
targetiny Yes Which process in workload to inject
function Yes Name of the function to inject
parameter Yes Which parameter to inject
interation Yes Which invocation of the function to inject
fault type Yes Type of fault to inject; (O=reset all bits to zero;
I=set all bits to one; 2= XOR all bits with 0x1)
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FIG. 14
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1

METHOD AND APPARATUS FOR
PROVIDING EXTENSIBLE
OBJECT-ORIENTED FAULT INJECTION

TECHNICAL FIELD

This invention relates to system dependability testing and,
more particularly, to such testing via fault injection.

BACKGROUND OF THE INVENTION

Fault injection arrangements and techniques are known in
the art. For the most part, prior known fault injection
arrangements have limited flexibility regarding accommo-
dation of hardware and software platforms, programs, and
fault injection techniques. Indeed, fault injection is a neces-
sity when testing the robustness of a system to unintended or
unexpected events, because such events are often extremely
difficult to produce through use of traditional testing tech-
niques. See for example, an article by N. P. Kropp, P. J.
Koopman and D. P. Siewiorek entitled “Automated robust-
ness testing of off-the-shelf software components™, Proceed-
ings 287 International Symposium on Fault-Tolerant
Computing, (FTCS-28), pages 231-239, Munich Germany,
June 1998, for one such prior fault injection tool.
Notwithstanding, a significant obstacle to the task of sys-
tematic testing of system dependability is still the lack of
flexible, easy-to-use fault injection tools.

SUMMARY OF THE INVENTION

The problems and limitations of prior fault injection tools
are overcome in a unique fault injection tool based on an
object-oriented architecture in which identical or similar
functionality is abstracted out into so-called base classes,
and is implemented in an object-oriented program language.
This results in a fault injection tool having greater flexibility,
ease and portability in realizing the basic functionality of the
fault injection process including fault injection, workload
generation and data collection.

Specifically, the basic functionality of the fault injection
process is abstracted into three base classes, namely, a fault
injector, a workload generator and a data collector. A control
class performs configuration and management of the objects
that are instantiated from the base classes. The control class
also implements a graphical user interface. For each base
class there is a corresponding core class that performs
control and management of a so-called associated “plugin”.
Each of the core classes can be implemented as a single class
or as a pair of distributed classes. For example, the fault
injector (FI) core class can be implemented as a single FI
core class or as a FI/FIRemote pair. Similarly, the workload
generator (WG) core class can be implemented as a single
WG core class or as a WG/WGRemote pair. Likewise, the
data collector (DC) core class can be implemented as a
single DC core class or as a DC/DCRemote pair. If a core
class is implemented as a pair, the FI, WG or DC object
controls operation of the FIRemote, WGRemote or DCRe-
mote object, respectively. For each core class, the associated
plugin performs the actual functionality. A plugin is a
dynamically loaded object that can be linked with the object
instantiated from the core class without recompilation of the
core class. Each plugin includes al least a corresponding
base class and, possibly, hierarchical derived custom classes
from the base class. The hierarchical derived custom classes
facilitate software reuse and facilitate the creation of plu-
gins. Many actions performed by the plugins are identical or
similar for a wide range of fault injection, workload and data
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2

collection processes. These identical and similar actions are
implemented in the abstract base classes. Intermediate
classes can be derived from the base classes, and additional
intermediate classes or the final end classes are derived from
these intermediate classes.

BRIEF DESCRIPTION OF THE DRAWING

FIG. 1 shows, in simplified form, details of fault injector
tool architecture including an embodiment of the invention;

FIG. 2A shows, in simplified form, details of a fault
injection class architecture that may be employed in prac-
ticing the invention;

FIG. 2B shows, in simplified form, a control flow diagram
illustrating the process of the fault injection class architec-
ture of FIG. 2A;

FIG. 3A shows, in simplified form, details of a workload
generator class architecture that may be employed in prac-
ticing the invention;

FIG. 3B shows, in simplified form, a control flow diagram
illustrating the process for running the workload process for
the WGBASE of FIG. 3A;

FIG. 3C shows, in simplified form, a control flow diagram
illustrating the process for stopping the workload process for
the WGBASE of FIG. 3A;

FIG. 4A shows, in simplified form, details of a data
collection class architecture that may be employed in prac-
ticing the invention;

FIG. 4B shows, in simplified form, a control flow diagram
illustrating the process of the data collection class architec-
ture of FIG. 4A;

FIG. § shows, in simplified form, details of a fault injector
tool architecture including a particular embodiment of the
invention;

FIG. 6A is a flow diagram illustrating the fault injection
process employing the embodiment of the invention of FIG.
5;

FIG. 6B is a flow diagram illustrating the fault injection
run process employed in the flow diagram of FIG. 6A;

FIG. 7 shows a display illustration of a graphical user
interface employed in the embodiment of the invention of
FIG. 5,

FIG. 8 is a graphical representation of TABLE 1 including
a list of parameters in a main configuration file;

FIG. 9 is a graphical representation of TABLE 2 including
a list of workload parameters;

FIG. 10 shows program code for a sample final plugin
class;

FIG. 11 shows the plugin configuration file for the work-
load associated with the final plugin class of FIG. 10;

FIG. 12 shows, in simplified form, the fault injection
mechanism for the particular embodiment of the invention
of FIG. 5;

FIG. 13 is a graphical representation of TABLE 3 includ-
ing a list of injection parameters; and

FIG. 14 illustrates a flow diagram of a single fault
injection run for the embodiment of the invention of FIG. 5.

DETAILED DESCRIPTION

FIG. 1 shows, in simplified form, details of fault injection
tool architecture 100 including an embodiment of the inven-
tion. Several unique features of architecture 100 form the
basis for the enhanced flexibility, ease and portability of
performing fault injection. The basic functionality of our



another program and executed from that program without
requiring the recompilation of either the program or the unit
of code representing the plugin. The integration of the plugin
into the other program only requires the specification of the
name of the plugin such that the program can identify the
plugin to integrate it. As indicated below, a plugin does not
have to be a final or end class with no further derived classes,
i.e., child, grandchild, etc. Thus, as shown in FIG. 1, the
plugin classes include at least base classes, namely, FIBase
105, WGBase 106 and DCBase 107, any corresponding
intermediate classes 108, 109 and 110, and any correspond-
ing so-called end classes, namely, FIEnd 111, WGEnd 112
and DCEnd 113, respectively. That is, each plugin includes
at least a base class and may possibly include hierarchical
custom derived classes. Note that the plugins allow any class
that conforms to the interface for that plugin to be dynami-
cally linked to the corresponding core class. By way of an
example and described below, the WGBase 106 class
includes two required processes, namely, runWorkload( )
and stopWorkload( ). Consequently, a plugin for the WG
class must implement these two methods. In turn, this
provides the flexibility to incorporate a wide range of fault
injection, workload generation, and data collection methods
in the fault injection tool. Hierarchical, custom derived
plugin classes include the intermediate classes, in this
example, 108, 109 and 110, and any end classes, in this
example, FIEnd 111, WGEnd 112 and DCEnd 113. They
facilitate program software reuse and simplify the task of
creating plugins. Indeed, many of the actions that must be
performed in a plugin are identical or substantially similar
for a wide range of fault injection, workload generation and
data collection processes. These identical or similar actions
are implemented in abstract base classes. For example, a
Java abstract class is a class that serves a parent class and
that can only be used to derive child classes from the parent.
Custom Classes are derived from these base classes, and the
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invention is based on the interception of system calls and
corruption of system call parameters. However, it should be
noted that other fault injection techniques may be employed.

FIG. 2B shows, in simplified form, a control flow diagram
illustrating the process of the fault injection class architec-
ture of FIG. 2A. Thus, shown are FIBase:injectFault( ) step
210 and Fllntercept:inject( ) step 211. Steps 210 and 211
cause the fault to be controllably injected during the execu-
tion of prescribed target programs. To this end, step 211
includes substeps 212 that prepares in a prescribed fashion
fault configuration files and 213 that causes the fault to be
injected into the target program during its execution.

FIG. 3A shows, in simplified form, details of a workload
generator (WG) class architecture that may be employed in
practicing the invention. As described in more detail below,
the WG object determines what programs need to be started
on the target machine to create the desired workload. The
WG object may be implemented as a WG/WGRemote pair
and, then, the WG object doesn’t actually start the workload
programs, but rather sends messages to a WGRemote object,
which actually starts the workload programs. The workload
is the combined system resource usage, e.g., usage of
operating system data structures, communication ports, etc.,
caused by the execution of the application programs, the
fault tolerance middleware, and the operating system. A
workload generator is a set of programs that initiate the
programs and creates the program inputs and environments
in a controlled and reproducible manner to generate a
particular workload.

Thus, shown in FIG.3A are WGBase 301, described
above, WGAppBase 302, which is an intermediate class for
this specific application, and WGAppApacheHttpClient
303, where in this application a WG object sends commands
to a WGRemote object to start an Apache web server along
with a client program that sends a sequence of HTTP






























