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ABSTRACT

Fault tolerance is improved in a computing system which
includes one or more computing machines by (i) executing
a control thread or other control program in conjunction with
a fault tolerance software system running on at least one of
the machines, and (ii) initiating via the control program a
test script program which sends one or more requests to a
monitored program. The test script program also processes
corresponding responses to the one or more requests, and
generates a return value utilizable by the control program to
indicate a failure condition in the monitored program. The
computing system may be configured in accordance with a
client-server architecture, with the fault tolerance software
system and the monitored program both running on a server
of the system. The test script program is preferably imple-
mented in an object-oriented programming language such as
Java, such that one or more components of the test script
program comprise a base class from which one or more other
components of the test script program are generatable for
use with the monitored program.

18 Claims, 7 Drawing Sheets

104

\

Singh et al.

(54) FAULT TOLERANCE SOFTWARE SYSTEM
WITH PERIODIC EXTERNAL SELF-TEST
FAILURE DETECTION

. 2001.

(75) Inventors: Navjot Singh, Denville, NJ (US);

Timothy Tsai, Bridgewater, NJ (US)
(73) Assignee: Avaya Technology Corp., Basking

Ridge, NJ (US)
(*) Notice: Subject to any disclaimer, the term of this

patent is extended or adjusted under 35

U.S.C. 154(b) by 743 days. * cited by examiner
(21) Appl. No.: 09/924,983
(22) Filed: Aug. 8, 2001

(57

(65) Prior Publication Data
US 2003/0037289 Al Feb. 20, 2003

(51) Imt.CL
GO6F 11/00 (2006.01)

(52) US.CL oo 714/38

(58) Field of Classification Search .................. 714/38,

714/35; 717/124
See application file for complete search history.
(56) References Cited
U.S. PATENT DOCUMENTS
5,778,230 A *  7/1998 Wimble et al. ............. 717/131
5,901,315 A * 5/1999 Edwards et al. .... 717/124
6,058,393 A * 5/2000 Meier et al. ......ccceee.e... 707/10
6,161,193 A 12/2000 Garg et al.
6,161,196 A * 12/2000 Tsai ..ccooovvvummrnreneenenees 714/10
6,167,535 A * 12/2000 Foote et al. .................. 714/38
6,360,332 B1* 3/2002 Weinberg et al. ... 714/4
6,434,714 B1* 8/2002 Lewis et al. .....ccccceeee.. 714/38
2002/0188890 Al* 12/2002 Shupps et al. ................ 714/38
)
CLIENT - s

)

106

SERVER




U.S. Patent Aug. 22, 2006 Sheet 1 of 7 US 7,096,388 B2

FIG. 1
100
102 08
3 ¢
CUENT  J————]  SERVIR
106
0,14 I, 2 i 3
\‘
110 2
PROCESSOR d OPERATING 4
SYSTEM
" 12 bl 120
VEMORY d FAULT TOLERANCE |
MIDDLEWARE
114 * 124
weur/oureu | wonTtoReD |
DEVICE(S) APPLICATION




U.S. Patent

| e |

Aug. 22, 2006 Sheet 2 of 7 US 7,096,388 B2
FIG. 4A
\
130 FAULT TOLERANCE MIDDLEWARE
------- DETECTION RECOVERY
b contRoL: )
1341 ThRean 132 120
......
INITIATE SCRIPT \ RETURN VALUE
P
P semer ,

CLIENT REQUEST l ' SERVER RESPONSE

SERVER PROGRAM

—140




U.S. Patent Aug. 22, 2006 Sheet 3 of 7 US 7,096,388 B2

FIG. 4B
\
130 FAULT TOLERANCE MIDDLEWARE
\
pommmn) DETECTION RECOVERY
:
| )
! 132
:
]
1
i
! > 120
]
| | Ry PERS]STENT:::::::::::::::: ]
' i J =1
+ 14271 | 1ypean/PROCESS | |
| | '
]
]
]
|
|
]
1
|
|
! /
|
1
1
[}
i
|
|
:.

===+ SERVER PROGRAM  [—140




U.S. Patent Aug. 22, 2006 Sheet 4 of 7 US 7,096,388 B2

136
FIG. 5 J
Init — 150
GetRequests — 152

:DetermineQutcome::: —— 154

185 — Assassin GetOneRequest |~ 136

...............

i IssueRequest == 137

iz VerifyResponse i}~ 158




U.S. Patent

| st

Aug. 22,2006 Sheet S of 7

FIG. 6
1 60\ watchd
_______ checkproc() recoverlocal()

166 —

CLIENT REQUEST

| SERVER RESPONSE

httpd _— 168

US 7,096,388 B2

- 120




U.S. Patent

r-wﬂ------—-------————--1

Aug. 22,2006 Sheet 6 of 7

FIG. 7

US 7,096,388 B2

MSCS

RESOURCE MONITOR | RESOURCE MANAGER

...............................

175 ~

...............................

...............................

176 —

...............................

...............................
...............................

CLIENT REQUEST| ‘ SERVER RESPONSE

[IS —178

> 120




U.S. Patent Aug. 22, 2006 Sheet 7 of 7 US 7,096,388 B2

166,176
FIG. 8 J
Init 150
GetRequests L~ 159

DetermineOutcom

vy |
155 — Assassin GetOneRequest — 156
- GetOneRequestMethod()  }— 180

: VerifyOneRequestMethod() 182




US 7,096,388 B2

1

FAULT TOLERANCE SOFTWARE SYSTEM
WITH PERIODIC EXTERNAL SELF-TEST
FAILURE DETECTION

FIELD OF THE INVENTION

The present invention relates generally to fault tolerance
software systems, and more particularly to failure detection
techniques for use in such systems.

BACKGROUND OF THE INVENTION

A number of commercial software-based fault tolerance
products are known in the art. These include Microsoft
Cluster Server (MSCS), available from Microsoft Corpora-
tion of Redmond, Wash., USA, and Legato Automated
Availability Manager, available from Legato Systems Inc.,
www.legato.com. Another known system is the Software-
Implemented Fault Tolerance (SwiFT) system, available
from Avaya Inc. of Basking Ridge, N.J., USA, and described
in greater detail at http://www.research.avayalabs.com/
project/swift. Such systems typically operate in a distributed
computing environment that includes multiple computers or
other computing machines. For example, a client-server
environment is one type of distributed computing environ-
ment in which fault tolerance systems are utilized.

The above-noted conventional fault tolerance systems
typically include a failure detection component and a failure
recovery component. The failure detection component deter-
mines if a monitored application, process or other program
has terminated, aborted or otherwise failed. For example, in
the above-noted SwiFT system, a monitoring process
referred to as watchd serves as the failure detection com-
ponent. The recovery component initiates recovery actions
in the event that a failure is detected by the failure detection
component. A given recovery action may involve restarting
the program on the same machine or another machine. As is
well known, a program may be restarted from its initial
starting point or via rollback to a designated checkpoint
subsequent to its initial starting point.

One common technique for failure detection involves
monitoring messages and other signals from the operating
system of a given machine to determine if a program on that
machine has failed. Another technique involves periodic
polling of the program to determine if the program is still
“alive.” Other techniques focus on monitoring of the pro-
gram environment or resource consumption. With tech-
niques of this type, a failure may be indicated if a set of
resources currently being consumed exceeds a threshold or
if a set of available resources needed for proper operation of
the program decreases below a threshold. Still other failure
detection techniques involve modification of the program
being monitored. An example of this type of technique is the
insertion of a “heartbeating” mechanism in a program, with
the mechanism being monitored by another program exter-
nal to the monitored program.

There are a number of significant drawbacks associated
with the conventional failure detection techniques identified
above. For example, these techniques are unable to provide
adequate detection of certain types of failures, such as
program hangs and performance degradation. Although cer-
tain fault tolerance software systems, such as the MSCS
system, support the creation of custom libraries to augment
failure detection, the application program interfaces (APIs)
and processes required to create these libraries can often be
unduly complicated. Moreover, such custom libraries gen-
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erally must be created uniquely for each specific application,
process or other program that is to be monitored.

A need therefore exists for an improved fault tolerance
software system that can detect a wider range of failures than
conventional systems, while avoiding the complexities asso-
ciated with creation of custom libraries.

SUMMARY OF THE INVENTION

The present invention provides an improved fault toler-
ance system which overcomes one or more of the above-
noted drawbacks of the prior art. More particularly, the
invention provides improved fault tolerance through use of
control and test script programs that implement a failure
detection technique referred to herein as periodic external
self-test.

In accordance with one aspect of the invention, fault
tolerance is improved in a computing system which includes
one or more computing machines by (i) executing a control
thread or other control program in conjunction with a fault
tolerance software system running on at least one of the
machines, and (ii) initiating via the control program a test
script program which sends one or more requests to a
monitored program. The test script program also processes
corresponding responses to the one or more requests, and
generates a return value utilizable by the control program to
indicate a failure condition in the monitored program. The
computing system may be configured in accordance with a
client-server architecture, with the fault tolerance software
system and the monitored program both running on a server
of the system.

In accordance with another aspect of the invention, the
control program is implemented as a control thread of a
failure detection process associated with a failure detection
component of the fault tolerance software system. The test
script program may be implemented as a process separate
from the failure detection process, as a thread of the same
failure detection process, or in other suitable program code
configurations. For example, the test script program may
comprise an interpreted script, a native executable or byte
code.

In accordance with yet another aspect of the invention, the
test script program is preferably implemented in an object-
oriented programming language such as Java, and is con-
figured such that one or more components of the test script
program form a base class from which one or more other
components of the test script program are generatable for
use with the monitored program.

In accordance with a further aspect of the invention, the
control program may initiate a persistent program as a
thread, a process or both. The persistent program periodi-
cally initiates the test script program, receives the return
value from the test script program, and delivers the return
value to the control program.

Advantageously, the present invention provides a fault
tolerance software system that is able to detect a wider range
of failures than systems utilizing the above-noted conven-
tional failure detection techniques. For example, a fault
tolerance software system in accordance with the invention
can be configured to detect program hangs and performance
degradation. Moreover, the invention provides this
improved failure detection without the excessive complexity
commonly associated with approaches such as the creation
of custom libraries, and without requiring any modification
of a monitored program. Test scripts can be written inde-
pendently of fault tolerance middleware, thereby permitting
simple and rapid development. The invention is particularly
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well suited for use in monitoring server processes in a
client-server system, but can be used in other types and
arrangements of computing systems.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram illustrating an exemplary
computing system in which the invention may be imple-
mented.

FIG. 2 shows a more detailed view of an example client
or server machine in the computing system of FIG. 1.

FIG. 3 illustrates the relationship of a fault tolerance
software system in which the invention is implemented to a
machine operating system and monitored application.

FIGS. 4A and 4B show illustrative embodiments of the
invention as implemented to monitor a server program in the
FIG. 1 system.

FIG. 5 is a block diagram of an example test script
suitable for use in the embodiments of FIGS. 4A and 4B.

FIGS. 6 and 7 show alternative embodiments of the
invention configured to operate with respective SwiFT and
MSCS fault tolerance systems.

FIG. 8 is a block diagram of an example test script
suitable for use in the embodiments of FIGS. 6 and 7.

DETAILED DESCRIPTION OF THE
INVENTION

The present invention will be illustrated below in con-
junction with an exemplary client-server computing system.
It should be understood, however, that the invention is not
limited to use with any particular type of computing system,
but is instead more generally applicable to any computing
environment in which it is desirable to provide improved
fault tolerance. The disclosed techniques can be utilized with
computers or other processors arranged in local area net-
works, wide area networks, metropolitan area networks,
intranets, extranets and global networks such as the Internet.
The term “program” as used herein is intended to include
any type of process, thread, application, set of instructions or
other type of code which runs on one or more computers or
other types of processors in a computing system. The term
“computing system” is intended to include any system
which includes one or more computers, processors or other
computing machines.

FIG. 1 shows an example computing system 100 in which
the present invention is implemented. The system 100
includes a client machine 102 coupled to a server machine
104 via a connection 106. The connection 106 may represent
a network connection established over a network in a
conventional manner. It should be appreciated that the
system 100 is simplified for purposes of illustration, and in
practical application may include multiple client and/or
server machines. The present invention in the illustrative
embodiments to be described below is implemented as a
fault tolerance software system that runs on the server 104
of system 100, although in other embodiments the inventive
system may run on the client 102 or on both the client 102
and the server 104.

FIG. 2 shows a simplified diagram of a particular one of
the client and server machines 102, 104 of FIG. 1. The
machine in this example implementation includes a proces-
sor 110, a memory 112 and one or more input/output devices
114, all of which are configured to communicate over
interconnections 116 that may represent, e.g., one or more
system buses. The processor 110 may be implemented as a
microprocessor, central processing unit (CPU), application-
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specific integrated circuit (ASIC) or other processing device,
as well as portions or combinations of such devices. The
memory 112 may be implemented as an electronic memory,
and may also or alternatively comprise other types of
devices, e.g., magnetic devices, optical devices, etc.

FIG. 3 illustrates the relationship between different soft-
ware elements running on the server 104 in the illustrative
embodiments. As noted above, the invention in these illus-
trative embodiments is implemented in a fault tolerance
system running on server 104. This system is denoted in
FIG. 3 as element 120, and is also referred to herein as fault
tolerance “middleware” in that it may be viewed as residing
between an operating system 122 and a monitored applica-
tion 124 on the server 104 of system 100. The fault tolerance
middleware 120 can be any software system that performs
failure detection and recovery, as modified in accordance
with the techniques of the invention. The application 124 is
the application monitored by the fault tolerance middleware
120, and may be, e.g., a server program.

The present invention in the illustrative embodiments
described herein provides improved fault tolerance through
use of control and test script programs to implement a failure
detection technique referred to as periodic external self-test.
This failure detection technique will be described in con-
junction with FIGS. 4 through 8.

FIGS. 4A and 4B illustrate the operation of the fault
tolerance middleware 120 as configured in accordance with
the present invention. The fault tolerance middleware 120 in
these figures comprises a failure detection component 130
and a recovery component 132. The present invention con-
cerns primarily the operation of the detection component
130. The recovery component 132 may be implemented
using conventional techniques well known to those skilled in
the art, and its operation will therefore not be described in
detail herein.

Referring to FIG. 4A, the failure detection component 130
in accordance with the invention has associated therewith a
control thread 134 and a test script 136. The control thread
134 is generated by the failure detection component 130 and
periodically invokes the test script 136. The test script sends
one or more client requests to a server program 140 and then
determines if the correct response or responses have been
received from the server program. The test script then sends
a return value to the control thread to indicate whether all
responses were received correctly. If any response is not
received correctly, then the control thread instructs the
recovery component 132 to initiate appropriate recovery
actions.

The term “return value” as used herein is intended to
include a single value, a set of multiple values, or any other
type of information that is utilizable to indicate a failure
condition in a monitored program. In the illustrative
embodiments, the return value is preferably a single value,
e.g., either zero or non-zero, to indicate either a failure
condition or a non-failure condition, respectively.

The term “failure condition” as used herein is intended to
be construed broadly so as to include, without limitation, an
actual failure of the monitored program or portion thereof,
an abort condition, a termination of the program, a failure to
meet specified performance or resource utilization goals, or
any other condition that may require appropriate recovery
action by a fault tolerance software system.

The period used for the above-noted periodic invocation
of'the test script 136 will typically be on the order of seconds
or minutes, e.g., about 5 seconds to about 10 minutes. The
actual period used in a given implementation of the inven-
tion may vary depending on a number of factors, such as the
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processing resources required on the corresponding com-
puting machine. In general, it is desirable to make the period
as short as possible without significantly impacting the
performance of the monitored application.

The control thread 134 and test script 136 are shown as
shaded in FIGS. 4A and 4B to indicate that these compo-
nents may be added to or otherwise utilized in conjunction
with otherwise conventional fault tolerance middleware.

By way of example, in a typical implementation of the
embodiments of FIGS. 4A and 4B, the control thread 134
may be incorporated into an otherwise conventional com-
mercially available fault tolerance middleware software
package, and sold to users as part of that package. The users
could then generate their own test scripts as required for
particular monitored applications, in the manner described
herein. In this typical implementation, the test script is
viewed as “external” to the fault tolerance middleware. In
other implementations, one or more of the test scripts may
be incorporated into the fault tolerance middleware itself,
but may still be viewed as “external” in that the one or more
test scripts generally operate independently of the conven-
tional failure detection provided by the middleware.

The illustration of control thread 134 and test script 136
as comprising part of middleware element 120 in FIGS. 4A
and 4B should therefore be understood to be merely an
example, and in no way limiting of the scope of the
invention.

The dashed line shown between failure detection compo-
nent 130 and the server program 140 in FIGS. 4A and 4B is
intended to denote conventional monitoring that may be
provided by failure detection component 130 apart from the
inventive monitoring provided using control thread 134 and
test script 136. This conventional failure detection may be
utilized in conjunction with the inventive failure detection
provided using control thread 134 and test script 136, or may
alternatively be disabled, such that the system relies only on
the inventive failure detection. In practice, it will often be
desirable to utilize both conventional failure detection and
the inventive failure detection.

The term “test script” as used herein should be understood
to include, without limitation, an interpreted script, a native
executable, an intermediate format such as byte code, or
other suitable configuration. The test script can be written in
any desired programming language, such as shell scripts
(e.g., ksh, csh), interpreted languages (e.g., perl), natively
compiled languages (e.g., C, C++), and byte code compiled
languages (e.g., Java).

The test script 136 may be more tightly integrated with the
control thread 134 by executing the test script as a thread in
the same process as the control thread. However, such
integration may require the development of a test script
language. By executing the test script in a separate process,
the test script can be written in any language, as previously
noted.

The particular type of client requests sent by the test script
136 to the server program 140 upon initiation by the control
thread 134 will depend upon the type of server program 140
to be monitored in a given embodiment of the invention. For
example, if the server program 140 is a web server for
responding to client requests received over the Internet, the
client requests generated by the test script 136 may be
otherwise conventional HyperText Transfer Protocol
(HTTP) requests. The HT'TP protocol is described in greater
detail in “Hypertext Transfer Protocol—HTTP/1.0,” Net-
work Working Group, May 1996, <http://www.ics.uci.edu/
pub/ietf/http>, which is incorporated by reference herein.
Other types of requests that may be generated by test script
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136 include, e.g., File Transfer Protocol (FTP) requests,
secure HTTP (HTTPS) requests, “gopher” requests, or any
other client requests that may be directed to the server
program 140 to determine if the program is generating an
appropriate response.

As will be described in greater detail below, the present
invention can be implemented through modification of an
otherwise conventional fault tolerance software system or
middleware, such as the above-described MSCS or SwiFT
systems. Specific implementations for use with the MSCS
and SwiFT systems will be described in conjunction with
FIGS. 6 through 8.

FIG. 4B shows another embodiment of the fault tolerance
middleware 120 in accordance with the invention. This
embodiment addresses an issue which can arise, e.g., when
implementing the invention through modification of an
otherwise conventional MSCS system or similarly-config-
ured system. In the previously-described FIG. 4A embodi-
ment, the control thread 134 initiates the test script 136. By
way of contrast, in the FIG. 4B embodiment, the control
thread 134 initiates a persistent thread and/or process 142.
The thread/process 142 is “persistent” in that it is only
started by the control thread 134 if not already present. If the
thread/process 142 is already present, the control thread 134
does not start up another thread/process, but simply com-
municates with the persistent thread/process 142. The per-
sistent thread/process 142 initiates the test script 136 peri-
odically and determines the result of the test script by
reading the return value from the test script. The periodicity
of the communication between the control thread 134 and
the persistent thread/process 142 is independent of that of
the initiation of the test script 136 by the persistent thread/
process 142.

The FIG. 4B embodiment is well suited for implementa-
tion in fault tolerance systems in which a failure detection
control thread is required to have a time limitation for
completing its determination of the health of the monitored
server program. This is the case for the above-noted con-
ventional MSCS system, which utilizes a LooksAlive( ) call
that must return in less than 300 milliseconds, although the
test script can often require several seconds to finish. Thus,
the introduction of the persistent thread/process 142 allows
the LooksAlive( ) call when implemented as control thread
134 to query the persistent thread/process within the
required time limitation, while the more time-consuming
work of running the test script is carried out by the persistent
thread/process. Additional details regarding implementation
of the invention in the MSCS system will be described
below in conjunction with FIG. 7.

The persistent thread/process 142 in FIG. 4B may be
implemented as, e.g., a separate thread within the fault
tolerance middleware 120, as a process separate from the
fault tolerance middleware 120, or using other suitable
techniques known to those skilled in the art. The persistent
thread/process 142 is thus shown within a dashed box in
FIG. 4B, to indicate that it may but need not be implemented
separate from the fault tolerance middleware 120.

FIG. 5 illustrates one possible embodiment of the test
script 136. The test script 136 in this embodiment includes
a plurality of components, including an Init component 150,
a GetRequests component 152, a DetermineOutcome com-
ponent 154, an Assassin component 155, a GetOneRequest
component 156, an IssueRequest component 157, and a
VerifyResponse component 158. The Assassin component
155 and the GetOneRequest component 156 may be imple-
mented as threads started by the GetRequests component
152.






























