
 

Abstract—This  paper  discusses  an  optimization  to  existing 
compiler-based buffer overflow solutions to reduce the impact of 
software  instrumentation  on  performance.   The  most  common 
form of buffer  overflow attack is  the  stack-smashing  attack,  in 
which  arbitrary  attack  code  is  executed  by  overflowing  stack 
buffers and overwriting return addresses.  The most popular tools 
to  address  this  type of  attack utilize  compiler  modifications  to 
insert  instrumentation code that  is  executed at  run-time.  This 
code typically inserts canary or protection words that signal when 
a  return  address  has  been  modified  by  a  buffer  overflow. 
Although the protection can be very effective, the instrumentation 
exacts  a  performance cost.   This  paper estimates  the potential 
impact  of  a  specific  performance  optimization  and  discusses 
specific scenarios that require special care.

Index  Terms—Buffer  overflow,  stack-smashing,  compiler, 
performance optimization

I.INTRODUCTION

uffer overflow vulnerabilities are programming errors that form 
the basis for many security alerts [1].  Among the solutions for 

detection of buffer overflows are compiler-based solutions such as 
StackGuard  [2,3]  and  SSP/ProPolice  [4]  that  automatically  insert 
run-time instrumentation.  This instrumentation places and monitors 
canaries (memory guard words whose compromise signal a buffer 
overflow) to protect return addresses on the stack of a process.

B

The effectiveness of the canary approach has been demonstrated 
not  only in  published  papers  but  also by its  inclusion  and  use in 
popular  software  distributions  (including  OpenBSD,  FreeBSD, 
various  flavors  of  Linux,  Solaris)  and  tools  (gcc,  Visual  C++[5]). 
Many, albeit not all, stack-smashing attacks are accurately detected 
with  virtually  no  false  positives.   In  fact,  one  implementation 
(StackGuard)  was  reported  to  have  successfully  survived  most 
security attacks in a contest held at a well-known security conference 
[6].

Perhaps the most significant concern that limits wider utilization is 
the  incurred  run-time  overhead.   As  reported   by  the  authors  of 
StackGuard and SSP, expected overheads can range from low single-
digit percentage overheads to double-digit percentages or even more 
[2,4].  To address the performance issue, the authors of StackGuard 
have suggested a significant optimization.  The performance savings 
is  derived  from selectively  omitting  canary  protection  for  certain 
stack frames.  Since canaries protect against buffer overflows, if no 
buffers are allocated in a particular stack frame, then no overflow can 
ostensibly occur in that stack frame.  Furthermore, if a buffer does 
exist  but  it  is  not  accessed  by any statement  (either  in  that  same 
function or elsewhere), then that buffer cannot be overflowed. [2]



The authors of SSP make a similar observation.   However, they 
suggest a more aggressive form of optimization that instruments only 
functions that contain string buffers.  The justification is predicated 
on  the  idea  that  most  buffer  overflow vulnerabilities  target  string 
buffers. [4]

II.ESTIMATED OVERHEAD REDUCTION

Total  
Function  

Calls Made

Optimizable  
Functions

Estimated  
Overhead 
Reduction

Apache 2.2.0 503 42 (95.45%) 97.02%

Sendmail 8.13.6 1499 27 (79.41%) 73.32%
Table 1: Count of Functions Benefiting from Optimization

An accurate estimation of the expected reduction in overhead due 
to the optimization suggested above requires a profiling study that 
covers several applications of interest.  Table 1 shows a preliminary 
study based on profiling analysis of two server applications, Apache 
and  Sendmail.   These two programs are  server  programs that  are 
often executed with root permission.  Thus, a buffer overflow in the 
context of either program could form the basis for a critical, remotely 
exploitable security attack.  The selected programs were executed on 
a Solaris 10 system and profiled using DTrace [7], which is able to 
perform profiling of functions without the need for sampling.  The 
data collected by DTrace includes a count  of the number of times 
each function is called.  The source code of each function was then 
analyzed to identify those functions that allocate local buffers and 
therefore require canary protection.  Since the source code analysis 
was performed via human inspection, only functions statically linked 
to  the  main  executable  (i.e.,  not  including  dynamically  linked 
libraries)  were  considered.   Table  1 shows  both  the  number  of 
optimizable functions (the number of source code function that do 
not  allocate  a  local  buffer  and  therefore  do  not  require  canary 
protection)  as  well  as  the  estimated  overhead  reduction  after 
considering the number of times each function was actually called 
based on the profiling data.  The results suggest that the overhead 
may be reduced significantly.

It  should  be  noted  that  this  analysis  is  somewhat  simplistic 
because the profiling study is based on limited workloads for a small 
set of programs.  However, the results show that the optimizations 
suggested  by  the  authors  of  StackGuard  and  SSP  may  provide 
significant reductions in performance overhead, specifically that most 
of the overhead, which is a constant time overhead per function call, 
can be eliminated with the optimization.  This is an encouraging sign.

III.SETJMP()/LONGJMP() ISSUE

For  proper  implementation  of  the  suggested  optimizations,  care 
should  be  exercised  in  one  particular  situation.   The  authors  of 
StackGuard  correctly point  out  that  the  location  of  the  vulnerable 
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stack  buffer  is  more important  than  the  location  of  the  code  that 
accesses that buffer.  The offending code that contains the bounds 
checking flaw can exist  in  either  the  same function  or  a  different 
function.  If the flaw exists in a different function, then the overflow 
can only be detected when the program executes a return from the 
function that originally allocated the overflowed buffer, so it  makes 
sense to insert the canary protection for that particular function.

However, there is one case where the above reasoning does not 
hold.   Other researchers (e.g.,  [8])  have pointed out vulnerabilities 
associated with setjmp()/longjmp().  However, if canary protection is 
selectively omitted for performance reasons as described above, then 
an  additional  vulnerability  exists.   If  a  program  utilizes 
setjmp()/longjmp() to return the control flow to a function that is not 
the direct caller for the current function, then several stack frames, 
along  with  their  return  addresses  and  associated  canaries  can  be 
popped off the stack.  Consider the situation in Figure 1.  The current 
context is in Frame A, which has a function parameter that contains a 
pointer to a buffer (buf[]) in Frame B.  A buffer overflow for buf[] 
occurs,  and  then  a  longjmp()  instruction  is  executed,  which  pops 
Frames A and B off the stack without returning explicit control to the 
corresponding stack frames.  Because the epilog code that contains 
the canary check for the function corresponding to Frame B is never 
executed, the canary check for that frame is never executed;  hence, 
the overflow is not detected.  Furthermore, if the overflow extends to 
Frame C beyond Frame B, and Frame C is not protected by a canary 
because it doesn't contain a vulnerable buffer, then the return address 
from Frame C can be compromised without detection.

The solution is to ensure that all functions that call setjmp() are 
protected  via  a  canary.   However,  one  further  caution  must  be 

heeded.  Consider the situation in Figure 2, which shows a scenario 
similar  to  that  in  Figure  1.   However,  in  Figure  2,  the  structure 
containing the setjmp() state is  allocated on  the  stack in  the same 
function containing the call to setjmp().  If the overflow from Frame 
B corrupts the contents of Frame C, then the setjmp() state structure 

can be overwritten.   Since this  structure  contains  a  pointer  to  the 
address  where  execution  will  be  resumed  after  the  corresponding 
longjmp(), the structure must be protect in much the same way as the 
return address.  That is, the structure must itself be protected by a 
canary to guard against corruption.  Note that the need to protect the 
setjmp() structure with a canary is not affected by any reordering of 
local variables that SSP might perform, since the the SSP reordering 
only protects local variables from being overwritten by overflows of 
buffers in the same stack frame.

Implementation  of  canary  protection  for  the  setjmp()  state 
structure  requires  instrumentation  of  the  calls  to  setjmp()  and  to 
longjmp().  Upon encountering a setjmp(), a canary must be placed 
before  the  setjmp()  state  structure.   When  a  longjmp()  call  is 
encountered,  verification  of  the  appropriate  canary  must  be 
performed before the transfer of control flow to the longjmp() target. 
Fortunately,  the  required  instrumentation  can  be  done  by  the 
compiler  in  much  the  same  way  as  the  original  canary 
instrumentation.  The only change is the addition of additional code 
in the epilog of setjmp() and the prolog of longjmp().

IV.CONCLUSION

This paper  suggests that  omitting canary protection  for selected 
functions  can  greatly  reduce  the  incurred  run-time  overhead  of 
compiler-inserted  instrumentation.   Although  calls  to 
setjmp()/longjmp()  do  not  necessarily  occur  often,  their  possible 
presence  must  be  accounted  for  when  implementing  the 
optimizations discussed in this paper.
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Figure 1: Setjmp()/longjmp() Vulnerability” Return Address is Overwritten
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Figure 2: Setjmp()/longjmp Vulnerability: Setjmp()Structure is Overwritten
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