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Abstract

This paper presents a path-based fault-injection ap-
proach to increase the efficiency of computer system de-
pendability evaluation. Our approach utilizes knowledge
about the execution path to ensure that injected faults are
activated. The control flow associated with each path is
analyzed to determine the faults that would be activated
by that path. By selecting a set of paths that covers a
significant portion of the entire code space of the test pro-
gram, a comprehensive fault set is constructed that is ca-
pable of directly affecting all control-flow decision points.
In contrast to this path-based approach, common fault-
injection methods randomly select fault time and location
parameters without considering the accompanying path
and result in a lower level of fault activation. Although
the path-based approach requires a pre-injection analysis,
this time-cost is only incurred once and is amortized dur-
ing the fault injection phase.

1 Introduction

Fault injection is an important step in the process of
validating and evaluating computer system dependability.
Dependable systems incorporate fault-tolerant features to
first detect errors and then to mask, avoid, or recover from
the effects of those errors. Testing the dependability of
these systems is equivalent to testing the functionality of
the fault-tolerant mechanisms. Fault injection is essential
to test these fault-tolerant mechanisms so that the system
behavior can be studied a priori under realistic scenarios.

Although the purpose of fault injection is to force the
exercise of the fault-tolerant components of the target sys-
tem, not all injected faults accomplish this purpose. Faults
should not be placed where activation is impossible. For
instance, faults in memory locations that are not assigned
to an executing process will never be accessed and there-
fore never cause an error detection.

In this paper, faults that are accessed are labeled as
activated. Path-based injection is an approach that mini-
mizes non-activated faults through an intelligent selection
of fault parameters. Path-based injection is especially use-
ful for testing an embedded system, which executes a single
program repeatedly. For such a system, an involved effort
to thoroughly test the program with fault injection is jus-
tified. Path-based injection ensures that the entire fault

set is activated with a low time-cost. The number of in-
jected faults that are not activated is minimized to zero if
the pre-injection analysis is able to find paths that utilize
every resource that is to be injected with a fault. Path-
based fault injection utilizes the control-flow graph of the
program in conjunction with the “architecture” resources
of the hardware system. This allows us to determine the
location and timing of faults with a greater precision.

Related fault injection work is mentioned in Section 2.
Path-based injection is described in this paper first in
terms of its fundamental ideas in Section 3 and a specific
software-based implementation in Section 4. The results
given in Section 5 show the measured increase in fault ac-
tivated gained through the use of path-based injection as
compared to random injection. Section 6 contains con-
cluding remarks.

2 Related Work

Many different approaches to fault injection have been
developed. A summary of the major current techniques
appears in [1],[2]. Examples of tools utilizing software-
implemented injection methods include FIAT [3], FER-
RARI [4], DEFINE [5], DOCTOR [6], FTAPE[7], and
Xception[8]. Since no additional hardware is needed,
this injection method is lower in cost than hardware-
implemented methods. The example implementation
described in this paper uses the type of software-
implemented fault injection used in the FTAPE tool [7].
The FTAPE tool has been used for benchmarking of
system-level fault tolerance and to demonstrate the use-
fulness of stress-based injection in increasing the fault-
tolerant activity caused by fault injection.

Past studies have established that error rates are influ-
enced by the workload [9], [10]. Chillarege [11] produces
“fault acceleration” by injecting faults only on a page that
is currently in use and by using a workload that pushes
toward the limits in CPU and I/O capacity. DEPEND
[12] uses a workload-related fault injection mode where
the fault rate is correlated with the resource usage (for
CPU, memory, I/0, etc.). Some software-implemented
fault injection tools, like FERRARI [4] and DEFINE [5],
indirectly address the issue by utilizing software traps and
trap handling routines to force injection of faults at a point
in the control flow of the test program. However, fault ac-



tivation is not guaranteed because usage of the injected
resources is not considered. A pre-injection analysis of the
type used in path-based injection is needed to identify the
program inputs needed to activate faults injected in those
resources.

Echtle and Chen [13] have developed a program model
and shown analytically that deterministic fault injection
offers certain benefits over random injection in fault-
tolerant protocol testing. Guthoff and Sieh [14] have uti-
lized operational profiles of register utilization to deter-
mine times and locations for fault injection in order to
minimize unactivated faults. Additionally, the times for
injections were selected based upon the occurrence of reg-
ister read instructions. Path-based injection uses a similar
idea to inject faults only into registers that will affect the
program control and data flow.

Path-based injection belongs to the same family as the
techniques above. Here, however, the emphasis is on the
actual control flow of the program in execution.

3 Fundamentals of Path-based Injection

The level of fault activation is defined as the fraction
of injected faults that are activated. The fault activation
level has a maximum level of 1.0, which is attained when
every injected fault is activated.

Before discussing path-based injection, a few terms will
be defined. The test program is the program that is ex-
ecuted as the fault is injected. An input is the set of
data that the test program processes and may include
command-line arguments, contents of files, environment
variables, and file system state. A path is the sequence of
test program instructions that are executed based upon a
given input. Resources are the system state components
that may be injected with a fault. A fault may have sev-
eral parameters. Two important fault parameters are time
and location. The time can be expressed in terms of the
currently executing instruction in the test program, which
is called the stop address. The fault location is either the
register or memory location.

In order to explain the details of path-based injection,
a comparison with random injection will be made. In this
context, random injection refers to the injection of a fault
with a randomly selected test program input. For pur-
poses of comparison, if an injected fault is not activated
by random injection, that fault is injected again with a dif-
ferent test program input. Attempts to activate the fault
are made until the surrender threshold is reached, which
is an arbitrary limit placed on the number of attempts.
Thus, multiple faults may need to be injected to produce
a single activated fault. This inefficiency can be reduced
using path-based injection.

Path-based injection guarantees activation of each fault,
as long as the fault location is in the set of live resources
at the fault time for at least one path. By assembling an
input set that results in paths which cover most of the test
program code, a large set of interesting activatable faults
can be achieved.
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Figure 1: Time cost vs. # faults to activate

The desirability of a high fault activation level can be il-
lustrated with Figure 1. The graph shows the cost in time
incurred in order to activate a certain number of faults that
are injected. The costs associated with path-based injec-
tion are represented by the solid line, while the dashed line
represents the random injection costs. The slope of each
line is determined by the cost to activate one fault. The
time-cost for path-based injection increases less rapidly
than that for random injection because path-based injec-
tion maximizes the fault activation level and thus mini-
mizes the cost to activate each fault.

Since path-based injection requires a pre-injection anal-
ysis, a one-time cost is incurred. This cost is represented
by Cp in Figure 1 and is referred to as the fized cost.
This fixed cost initially increases the time-cost of the path-
based injection approach. However, as more faults are ac-
tivated, the fixed cost is amortized and eventually at some
number of faults, Fg, the total time-cost of path-based
injection is lower than that for random injections. This
fact is true regardless of the fixed cost of the pre-injection
analysis.

The next section describes an implementation of path-
based injection, which will be used to provide quantitative
measurements to compare path-based and random injec-
tion. The implementation described in the remainder of
this paper focuses on the injection of control-flow faults.
Other type of faults can also be handled (e.g., data-flow
faults if the resource analysis includes data flow among
registers and memory locations).

4 TImplementation

Two major tasks are needed to implement path-based
injection: (1) pre-injection analysis, which associates
paths with faults, and (2) injection of the fault, includ-
ing selection of an appropriate input. These two tasks are
described in the following subsections.

4.1 Pre-injection Analysis

As mentioned in Section 3, a pre-injection analysis must
be performed in order to associate paths with faults. This
task of associating paths with faults is the key to path-
based injection.

The implementation was performed on a Tandem In-
tegrity S2 fault-tolerant computer, which is based on
the MIPS R2000 microprocessor. The test program is
compress, the standard UNIX compress utility and is



written in the C language. The description of the imple-
mentation in this section refers specifically to the S2 and
compress in order to present a concrete example. How-
ever, the same procedure can be performed using any com-
puter system and any test program.

The following steps are needed to accomplish this task:

1. Derive an input set based upon a knowledge of the test
program, including command-line options, documen-
tation, and a knowledge of the program’s high-level
language code.

2. For each input in the input set, determine the associ-
ated path. The path is represented as a list of test pro-
gram basic blocks (sequential group of instructions)
that are executed by the associated input.

3. Determine the faults that can be activated by each
path.

The analysis of the target software program is performed
at the assembly level for several reasons. First, there is
no dependence on any single high-level language. Second,
compiler optimizations such as the deletion, duplication,
or reordering of code do not have to be considered. And
third, analysis at the assembly level permits direct access
to physical register names with any need to map variables
to physical registers.

Deriving an Input Set:The first step, derivation of the
input set, is performed manually and is not included in
the fixed cost, Cr. This cost was not included in Cr
because (1) timing a non-automated activity is not simple,
(2) the cost is heavily dependent upon the skills of the
person creating the input set, and (3) most importantly,
the cost only adds to the fixed cost, which might increase
Fp in Figure 1 but does not change the fact that the time-
cost for path-based injection is lower than that for random
injection after Fp faults are activated.

Determining the Path Associated with an Input:
The second and third steps are automated, and their costs
constitute the fixed cost, Cr. The second step is the most
time-consuming in the pre-injection analysis. This step in-
volves the discovery of the path associated with each input
in the input set. A list of basic blocks that are executed
due to a given input set is produced by the process given
in Figure 2. The compress program contains a total of
1710 basic blocks, of which 497 basic blocks are associated
with user code.

As illustrated in the flow chart in Figure 2, three
programs are used to find the path for a given in-
put: (1) getcfg.c, (2) create_probe_lib.c, and (3)
probe.c. getcfg.c derives a control-flow graph for the
test program, based on a disassembly of the test program.
create _probe_lib.c then uses the control-flow graph to
determine how many basic blocks the test program has
and then creates a probe library containing a unique probe
function for each basic block. A probe consists of a C-
language function that records each call to that probe.
This probe library is then compiled and linked in with the
test program. getcfg.c is used to derive the control-flow
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Figure 2: Flow Chart for Pre-injection Analysis Second
Step

graph once again in order to account for any addresses
that might have changed due to the inclusion of the probe
library. probe.c uses this second control-flow graph to
alter the new test program to call a unique probe for each
executed basic block. When this is accomplished the basic
block and probe are “linked.” After all basic blocks and
probes have been linked, the altered program is executed
and produces a list of all executed basic blocks.

Determining Faults Associated with a Path:The fi-
nal step in the pre-injection analysis is to determine the
faults that can be activated by each path. To simplify
this step, we will only consider control-flow faults or faults
that directly affect the execution of branches and jumps.
With this in mind, all direct-effect control-flow faults oc-
cur when branches or jumps occur. To simplify things fur-
ther, we will only inject faults into CPU registers, which
means that all such control-flow faults occur at conditional
branch instructions. Once the pre-injection analysis is fin-
ished, path-based fault injection can be performed. The
next section describes the method used to inject faults.

4.2 Injection of Fault

The fault injection testbed is shown in Figure 3. The
target machine is the machine on which the test program
is run and faults are injected. A DAS logic analyzer is
connected to the target machine and monitors memory
bus activity in order to detect the activation of injected
faults. The DAS needs to be reprogrammed before each
fault injection to search for the activation of that specific
fault. The reprogramming is controlled by the control host,
which in turn communicates with the injection software on
the target machine in order to know what fault is to be
injected.

The injection software on the target machine consists
of three programs: (1) inject, (2) dbx, and (3) poke.
The flow chart for these three programs is given in Fig-
ure 4. inject is the main control program. It first ini-
tializes the DAS with the needed monitoring software and
then reads in the pre-injection analysis information, which
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shows which inputs and faults should be paired up in order
to ensure activation of the fault. inject selects a fault to
be injected and an input that will result in the activation
of that fault, and then the fault is injected. For random
injection, the input is selected randomly, which may not
result in the activation of the fault. If no activation oc-
curs, then another input is chosen for the same fault, and
the fault is injected again.

Init DAS

Select input

Solid lines represent control-flow within a program.
Dashed lines represent time control between programs
(i.e., the "Select input" action in the inject program
triggers the start of the dbx program).
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Figure 4: Flow Chart for Injection Instrumentation

inject calls the dbx program. dbx is a fairly common
UNIX C-language debugger. dbx is used to control the
timing of the fault injection. This is accomplished by set-
ting a breakpoint at the stop address, which is the current
test program address when the fault should be injected.
dbx then runs the test program. If the breakpoint is en-
countered, the poke program is executed. poke injects the
actual fault and is responsible for communicating with the
control host machine to reprogram the DAS and to obtain
the data collected by the DAS.

5 Results

The test program used to test the implementation de-
scribed in Section 4 was the compress program. In the
pre-injection analysis, a set of 39 inputs were chosen man-
ually based upon a knowledge of the test program func-
tionality and command-line options.

The code coverage for our input set is given in Table 1.
Here code coverage refers to the percentage of basic blocks
that were executed by at least one input in the input set.
Table 1 shows that 37.51% of all basic blocks were covered.
However, 58.15% of the basic blocks compiled from user
code were covered.

Table 1: Description of compress Program

#Covered | #Total | %Covered
All basic blocks 641 1710 37.49%
User code 289 497 58.15%

Path-based injection does indeed result in a higher fault
activation level than random injection. Table 2 shows that
the fault activation level for path-based injection is four
times higher than for random injection. In fact, for path-
based injection, all injected faults were activated, which
is to be expected, since that is the main purpose of path-
based injection. With random injection, an average of over
four injections were needed to activate each fault. Thus,
the fault activation level is less than one-quarter.

Table 2: Random Injections vs. Path-based Injections

| || Random | Path-based |

Faults injected 623 149
Faults activated 149 149
Injections/activation 4.18 1.00

| Fault activation level || 0.24 | 1.00 |

More insight into the difference between path-based and
random injection can be obtained by investigating the ef-
fect of an equal number of injections for both injection
methods. Table 3 contains some measurements for the
first 100 injections for both injection methods. Since 100
injections were performed, 100 inputs were needed for both
methods. For path-based injection, all 100 inputs resulted
in fault activation, while only 30 of the inputs for random
injection caused fault activation. This 0.30 fault activation
level is slightly higher than the 0.24 level in Table 2, but
is nonetheless still well below the 1.00 level for path-based
injection. Of the inputs that caused fault activation, 31
unique inputs were used for path-based injection and 23
unique inputs were used for random injection. It is in-
teresting to note that for path-based injection a set of 31
inputs was able to activate 100 different faults, while for
random injection a set of 23 inputs was only able to acti-
vate 30 different faults. Thus, with path-based injection a
relatively small input set is able to activate a large num-
ber of faults. This is advantageous for validation efforts,



since the generation and management of a larger input set
incurs a greater cost.

Table 3: Comparison of Paths for the First 100 Injections

Injection Total Activating Unique
method inputs used inputs activ. inputs
Path-based 100 100 31
Random 100 30 23

In addition to verifying that path-based injection does
indeed results in a higher fault activation level, the experi-
ments performed also allow the fixed cost (Cp in Figure 1)
and the per-activated fault time-cost for path-based and
random injection to be measured. With these measure-
ments, the minimum number of faults needed to justify
path-based injection (Fg) can be calculated. These values
for these parameters are given in Table 4. The fixed cost of
the pre-injection analysis, C'x, is 1357 seconds. This value
does not include the time required to manually determine
an appropriate input set, but that time was small relative
to the measured Cp. The average time-cost associated
with each fault before activation occurred was found to be
51 seconds for path-based injection and 213 seconds for
random injection. Based on these measurements, Fg is
calculated to be 8.4 faults. Thus, path-based injection is
justified from a time-cost perspective if at least 9 faults
are to be activated.

Table 4: Measured Values for Cost Graph (see Figure 1)

| Meaning || Value |
Fixed time-cost of pre-injection analysis (C'r) || 1357s
Startup time-cost of injections 9s
PBI time-cost per-activated fault 51s
Random time-cost per-activated fault 213s
Min. # faults to justify PBI (Fir) [ 84 |

6 Conclusion

Path-based injection is a method that greatly increases
the fault activation level compared to random injection. A
greater fault activation level translates into either a lower
time-cost to produce the same amount of activation or a
greater amount of activation for the same time-cost. In
other words, path-based injection allows a system to be
more thoroughly tested or to be tested with a lower cost.

The purpose of path-based injection is to aid the process
of dependability evaluation. Path-based injection yields a
high level of fault activation, which allows a system’s fault-
tolerant design to be exercised with fewer fault injections.
For each injection, the effect of the fault on the system
needs to be studied, for instance, if and how the fault is
tolerated. Thus, path-based injection should be incorpo-
rated as an element of a total dependability evaluation
package.
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