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ow graph, software testing, dependability evaluationAbstractThis paper presents a path-based fault-injection ap-proach to increase the e�ciency of computer system de-pendability evaluation. Our approach utilizes knowledgeabout the execution path to ensure that injected faults areactivated. The control 
ow associated with each path isanalyzed to determine the faults that would be activatedby that path. By selecting a set of paths that covers asigni�cant portion of the entire code space of the test pro-gram, a comprehensive fault set is constructed that is ca-pable of directly a�ecting all control-
ow decision points.In contrast to this path-based approach, common fault-injection methods randomly select fault time and locationparameters without considering the accompanying pathand result in a lower level of fault activation. Althoughthe path-based approach requires a pre-injection analysis,this time-cost is only incurred once and is amortized dur-ing the fault injection phase.1 IntroductionFault injection is an important step in the process ofvalidating and evaluating computer system dependability.Dependable systems incorporate fault-tolerant features to�rst detect errors and then to mask, avoid, or recover fromthe e�ects of those errors. Testing the dependability ofthese systems is equivalent to testing the functionality ofthe fault-tolerant mechanisms. Fault injection is essentialto test these fault-tolerant mechanisms so that the systembehavior can be studied a priori under realistic scenarios.Although the purpose of fault injection is to force theexercise of the fault-tolerant components of the target sys-tem, not all injected faults accomplish this purpose. Faultsshould not be placed where activation is impossible. Forinstance, faults in memory locations that are not assignedto an executing process will never be accessed and there-fore never cause an error detection.In this paper, faults that are accessed are labeled asactivated. Path-based injection is an approach that mini-mizes non-activated faults through an intelligent selectionof fault parameters. Path-based injection is especially use-ful for testing an embedded system, which executes a singleprogram repeatedly. For such a system, an involved e�ortto thoroughly test the program with fault injection is jus-ti�ed. Path-based injection ensures that the entire fault

set is activated with a low time-cost. The number of in-jected faults that are not activated is minimized to zero ifthe pre-injection analysis is able to �nd paths that utilizeevery resource that is to be injected with a fault. Path-based fault injection utilizes the control-
ow graph of theprogram in conjunction with the \architecture" resourcesof the hardware system. This allows us to determine thelocation and timing of faults with a greater precision.Related fault injection work is mentioned in Section 2.Path-based injection is described in this paper �rst interms of its fundamental ideas in Section 3 and a speci�csoftware-based implementation in Section 4. The resultsgiven in Section 5 show the measured increase in fault ac-tivated gained through the use of path-based injection ascompared to random injection. Section 6 contains con-cluding remarks. 2 Related WorkMany di�erent approaches to fault injection have beendeveloped. A summary of the major current techniquesappears in [1],[2]. Examples of tools utilizing software-implemented injection methods include FIAT [3], FER-RARI [4], DEFINE [5], DOCTOR [6], FTAPE[7], andXception[8]. Since no additional hardware is needed,this injection method is lower in cost than hardware-implemented methods. The example implementationdescribed in this paper uses the type of software-implemented fault injection used in the FTAPE tool [7].The FTAPE tool has been used for benchmarking ofsystem-level fault tolerance and to demonstrate the use-fulness of stress-based injection in increasing the fault-tolerant activity caused by fault injection.Past studies have established that error rates are in
u-enced by the workload [9], [10]. Chillarege [11] produces\fault acceleration" by injecting faults only on a page thatis currently in use and by using a workload that pushestoward the limits in CPU and I/O capacity. DEPEND[12] uses a workload-related fault injection mode wherethe fault rate is correlated with the resource usage (forCPU, memory, I/O, etc.). Some software-implementedfault injection tools, like FERRARI [4] and DEFINE [5],indirectly address the issue by utilizing software traps andtrap handling routines to force injection of faults at a pointin the control 
ow of the test program. However, fault ac-



tivation is not guaranteed because usage of the injectedresources is not considered. A pre-injection analysis of thetype used in path-based injection is needed to identify theprogram inputs needed to activate faults injected in thoseresources.Echtle and Chen [13] have developed a program modeland shown analytically that deterministic fault injectiono�ers certain bene�ts over random injection in fault-tolerant protocol testing. Gutho� and Sieh [14] have uti-lized operational pro�les of register utilization to deter-mine times and locations for fault injection in order tominimize unactivated faults. Additionally, the times forinjections were selected based upon the occurrence of reg-ister read instructions. Path-based injection uses a similaridea to inject faults only into registers that will a�ect theprogram control and data 
ow.Path-based injection belongs to the same family as thetechniques above. Here, however, the emphasis is on theactual control 
ow of the program in execution.3 Fundamentals of Path-based InjectionThe level of fault activation is de�ned as the fractionof injected faults that are activated. The fault activationlevel has a maximum level of 1.0, which is attained whenevery injected fault is activated.Before discussing path-based injection, a few terms willbe de�ned. The test program is the program that is ex-ecuted as the fault is injected. An input is the set ofdata that the test program processes and may includecommand-line arguments, contents of �les, environmentvariables, and �le system state. A path is the sequence oftest program instructions that are executed based upon agiven input. Resources are the system state componentsthat may be injected with a fault. A fault may have sev-eral parameters. Two important fault parameters are timeand location. The time can be expressed in terms of thecurrently executing instruction in the test program, whichis called the stop address. The fault location is either theregister or memory location.In order to explain the details of path-based injection,a comparison with random injection will be made. In thiscontext, random injection refers to the injection of a faultwith a randomly selected test program input. For pur-poses of comparison, if an injected fault is not activatedby random injection, that fault is injected again with a dif-ferent test program input. Attempts to activate the faultare made until the surrender threshold is reached, whichis an arbitrary limit placed on the number of attempts.Thus, multiple faults may need to be injected to producea single activated fault. This ine�ciency can be reducedusing path-based injection.Path-based injection guarantees activation of each fault,as long as the fault location is in the set of live resourcesat the fault time for at least one path. By assembling aninput set that results in paths which cover most of the testprogram code, a large set of interesting activatable faultscan be achieved.
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CFFigure 1: Time cost vs. # faults to activateThe desirability of a high fault activation level can be il-lustrated with Figure 1. The graph shows the cost in timeincurred in order to activate a certain number of faults thatare injected. The costs associated with path-based injec-tion are represented by the solid line, while the dashed linerepresents the random injection costs. The slope of eachline is determined by the cost to activate one fault. Thetime-cost for path-based injection increases less rapidlythan that for random injection because path-based injec-tion maximizes the fault activation level and thus mini-mizes the cost to activate each fault.Since path-based injection requires a pre-injection anal-ysis, a one-time cost is incurred. This cost is representedby CF in Figure 1 and is referred to as the �xed cost.This �xed cost initially increases the time-cost of the path-based injection approach. However, as more faults are ac-tivated, the �xed cost is amortized and eventually at somenumber of faults, FR, the total time-cost of path-basedinjection is lower than that for random injections. Thisfact is true regardless of the �xed cost of the pre-injectionanalysis.The next section describes an implementation of path-based injection, which will be used to provide quantitativemeasurements to compare path-based and random injec-tion. The implementation described in the remainder ofthis paper focuses on the injection of control-
ow faults.Other type of faults can also be handled (e.g., data-
owfaults if the resource analysis includes data 
ow amongregisters and memory locations).4 ImplementationTwo major tasks are needed to implement path-basedinjection: (1) pre-injection analysis, which associatespaths with faults, and (2) injection of the fault, includ-ing selection of an appropriate input. These two tasks aredescribed in the following subsections.4.1 Pre-injection AnalysisAs mentioned in Section 3, a pre-injection analysis mustbe performed in order to associate paths with faults. Thistask of associating paths with faults is the key to path-based injection.The implementation was performed on a Tandem In-tegrity S2 fault-tolerant computer, which is based onthe MIPS R2000 microprocessor. The test program iscompress, the standard UNIX compress utility and is



written in the C language. The description of the imple-mentation in this section refers speci�cally to the S2 andcompress in order to present a concrete example. How-ever, the same procedure can be performed using any com-puter system and any test program.The following steps are needed to accomplish this task:1. Derive an input set based upon a knowledge of the testprogram, including command-line options, documen-tation, and a knowledge of the program's high-levellanguage code.2. For each input in the input set, determine the associ-ated path. The path is represented as a list of test pro-gram basic blocks (sequential group of instructions)that are executed by the associated input.3. Determine the faults that can be activated by eachpath.The analysis of the target software program is performedat the assembly level for several reasons. First, there isno dependence on any single high-level language. Second,compiler optimizations such as the deletion, duplication,or reordering of code do not have to be considered. Andthird, analysis at the assembly level permits direct accessto physical register names with any need to map variablesto physical registers.Deriving an Input Set:The �rst step, derivation of theinput set, is performed manually and is not included inthe �xed cost, CF . This cost was not included in CFbecause (1) timing a non-automated activity is not simple,(2) the cost is heavily dependent upon the skills of theperson creating the input set, and (3) most importantly,the cost only adds to the �xed cost, which might increaseFR in Figure 1 but does not change the fact that the time-cost for path-based injection is lower than that for randominjection after FR faults are activated.Determining the Path Associated with an Input:The second and third steps are automated, and their costsconstitute the �xed cost, CF . The second step is the mosttime-consuming in the pre-injection analysis. This step in-volves the discovery of the path associated with each inputin the input set. A list of basic blocks that are executeddue to a given input set is produced by the process givenin Figure 2. The compress program contains a total of1710 basic blocks, of which 497 basic blocks are associatedwith user code.As illustrated in the 
ow chart in Figure 2, threeprograms are used to �nd the path for a given in-put: (1) getcfg.c, (2) create probe lib.c, and (3)probe.c. getcfg.c derives a control-
ow graph for thetest program, based on a disassembly of the test program.create probe lib.c then uses the control-
ow graph todetermine how many basic blocks the test program hasand then creates a probe library containing a unique probefunction for each basic block. A probe consists of a C-language function that records each call to that probe.This probe library is then compiled and linked in with thetest program. getcfg.c is used to derive the control-
ow
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Figure 2: Flow Chart for Pre-injection Analysis SecondStepgraph once again in order to account for any addressesthat might have changed due to the inclusion of the probelibrary. probe.c uses this second control-
ow graph toalter the new test program to call a unique probe for eachexecuted basic block. When this is accomplished the basicblock and probe are \linked." After all basic blocks andprobes have been linked, the altered program is executedand produces a list of all executed basic blocks.Determining Faults Associated with a Path:The �-nal step in the pre-injection analysis is to determine thefaults that can be activated by each path. To simplifythis step, we will only consider control-
ow faults or faultsthat directly a�ect the execution of branches and jumps.With this in mind, all direct-e�ect control-
ow faults oc-cur when branches or jumps occur. To simplify things fur-ther, we will only inject faults into CPU registers, whichmeans that all such control-
ow faults occur at conditionalbranch instructions. Once the pre-injection analysis is �n-ished, path-based fault injection can be performed. Thenext section describes the method used to inject faults.4.2 Injection of FaultThe fault injection testbed is shown in Figure 3. Thetarget machine is the machine on which the test programis run and faults are injected. A DAS logic analyzer isconnected to the target machine and monitors memorybus activity in order to detect the activation of injectedfaults. The DAS needs to be reprogrammed before eachfault injection to search for the activation of that speci�cfault. The reprogramming is controlled by the control host,which in turn communicates with the injection software onthe target machine in order to know what fault is to beinjected.The injection software on the target machine consistsof three programs: (1) inject, (2) dbx, and (3) poke.The 
ow chart for these three programs is given in Fig-ure 4. inject is the main control program. It �rst ini-tializes the DAS with the needed monitoring software andthen reads in the pre-injection analysis information, which
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Figure 3: Setup of DAS, Host, and Target Machineshows which inputs and faults should be paired up in orderto ensure activation of the fault. inject selects a fault tobe injected and an input that will result in the activationof that fault, and then the fault is injected. For randominjection, the input is selected randomly, which may notresult in the activation of the fault. If no activation oc-curs, then another input is chosen for the same fault, andthe fault is injected again.
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Figure 4: Flow Chart for Injection Instrumentationinject calls the dbx program. dbx is a fairly commonUNIX C-language debugger. dbx is used to control thetiming of the fault injection. This is accomplished by set-ting a breakpoint at the stop address, which is the currenttest program address when the fault should be injected.dbx then runs the test program. If the breakpoint is en-countered, the poke program is executed. poke injects theactual fault and is responsible for communicating with thecontrol host machine to reprogram the DAS and to obtainthe data collected by the DAS.

5 ResultsThe test program used to test the implementation de-scribed in Section 4 was the compress program. In thepre-injection analysis, a set of 39 inputs were chosen man-ually based upon a knowledge of the test program func-tionality and command-line options.The code coverage for our input set is given in Table 1.Here code coverage refers to the percentage of basic blocksthat were executed by at least one input in the input set.Table 1 shows that 37.51% of all basic blocks were covered.However, 58.15% of the basic blocks compiled from usercode were covered.Table 1: Description of compress Program#Covered #Total %CoveredAll basic blocks 641 1710 37.49%User code 289 497 58.15%Path-based injection does indeed result in a higher faultactivation level than random injection. Table 2 shows thatthe fault activation level for path-based injection is fourtimes higher than for random injection. In fact, for path-based injection, all injected faults were activated, whichis to be expected, since that is the main purpose of path-based injection. With random injection, an average of overfour injections were needed to activate each fault. Thus,the fault activation level is less than one-quarter.Table 2: Random Injections vs. Path-based InjectionsRandom Path-basedFaults injected 623 149Faults activated 149 149Injections/activation 4.18 1.00Fault activation level 0.24 1.00More insight into the di�erence between path-based andrandom injection can be obtained by investigating the ef-fect of an equal number of injections for both injectionmethods. Table 3 contains some measurements for the�rst 100 injections for both injection methods. Since 100injections were performed, 100 inputs were needed for bothmethods. For path-based injection, all 100 inputs resultedin fault activation, while only 30 of the inputs for randominjection caused fault activation. This 0.30 fault activationlevel is slightly higher than the 0.24 level in Table 2, butis nonetheless still well below the 1.00 level for path-basedinjection. Of the inputs that caused fault activation, 31unique inputs were used for path-based injection and 23unique inputs were used for random injection. It is in-teresting to note that for path-based injection a set of 31inputs was able to activate 100 di�erent faults, while forrandom injection a set of 23 inputs was only able to acti-vate 30 di�erent faults. Thus, with path-based injection arelatively small input set is able to activate a large num-ber of faults. This is advantageous for validation e�orts,



since the generation and management of a larger input setincurs a greater cost.Table 3: Comparison of Paths for the First 100 InjectionsInjection Total Activating Uniquemethod inputs used inputs activ. inputsPath-based 100 100 31Random 100 30 23In addition to verifying that path-based injection doesindeed results in a higher fault activation level, the experi-ments performed also allow the �xed cost (CF in Figure 1)and the per-activated fault time-cost for path-based andrandom injection to be measured. With these measure-ments, the minimum number of faults needed to justifypath-based injection (FR) can be calculated. These valuesfor these parameters are given in Table 4. The �xed cost ofthe pre-injection analysis, CF , is 1357 seconds. This valuedoes not include the time required to manually determinean appropriate input set, but that time was small relativeto the measured CF . The average time-cost associatedwith each fault before activation occurred was found to be51 seconds for path-based injection and 213 seconds forrandom injection. Based on these measurements, FR iscalculated to be 8.4 faults. Thus, path-based injection isjusti�ed from a time-cost perspective if at least 9 faultsare to be activated.Table 4: Measured Values for Cost Graph (see Figure 1)Meaning ValueFixed time-cost of pre-injection analysis (CF ) 1357sStartup time-cost of injections 9sPBI time-cost per-activated fault 51sRandom time-cost per-activated fault 213sMin. # faults to justify PBI (FR) 8.46 ConclusionPath-based injection is a method that greatly increasesthe fault activation level compared to random injection. Agreater fault activation level translates into either a lowertime-cost to produce the same amount of activation or agreater amount of activation for the same time-cost. Inother words, path-based injection allows a system to bemore thoroughly tested or to be tested with a lower cost.The purpose of path-based injection is to aid the processof dependability evaluation. Path-based injection yields ahigh level of fault activation, which allows a system's fault-tolerant design to be exercised with fewer fault injections.For each injection, the e�ect of the fault on the systemneeds to be studied, for instance, if and how the fault istolerated. Thus, path-based injection should be incorpo-rated as an element of a total dependability evaluationpackage.
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