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tThis white paper des
ribes a signi�
ant new feature of libsafe version 2.0: the ability to dete
t andhandle format string vulnerability exploits. Su
h exploits have re
ently garnered attention in se
urityadvisories, dis
ussion lists, web sites devoted to se
urity, and even 
onventional media su
h as televisionand newspapers. Examples of vulnerable software in
lude wu-ftpd (a 
ommon FTP daemon) and bind(A DNS [Domain Name System℄ server). This paper des
ribes the vulnerability and the te
hnique libsafeuses to dete
t and handle exploits.NOTE: This paper only des
ribes one parti
ular feature of libsafe version 2.0: the ability to dete
t andhandle format string vulnerability exploits. Other features in
lude support for 
ode 
ompiledwithout frame pointer instru
tions, extra debugging fa
ilities, and bug �xes. See [1℄ for detailsof the original version of libsafe.1 Introdu
tionBu�er over
ow exploits 
onstitute perhaps the most 
ommon form of 
omputer se
urity atta
k [4, 5, 6℄. Su
hexploits take advantage of programming errors to over
ow bu�ers, thus writing unintended data to the partof memory that immediately follows the targeted bu�ers. If the targeted bu�er exists on the pro
ess sta
k,then the exploit often attempts to overwrite a return address on the sta
k, whi
h often results in obtainingroot a

ess to that ma
hine. The original version of libsafe, version 1.3 [1℄, presented a signi�
ant advan
ein the dete
tion and handling of bu�er over
ow atta
ks by o�ering a solution that dete
ts a large numberof exploits with low overhead and tremendous ease of use1.Re
ently, another widespread vulnerability has re
eived a great deal of attention: the format stringvulnerability[2, 7℄. The latest version of libsafe, version 2.0, implements a solution for dete
ting and handlingthe most dangerous format string vulnerability exploits, while preserving the low overhead and ease of useof the original libsafe.The most 
ommon sour
e of this vulnerability is the ubiquitous printf() fun
tion. Consider the followingvulnerable pie
e of 
ode:printf("%x %x %x %x\n");The above 
ode will usually 
ompile with no warnings2, even though it obviously la
ks the requirednumber of arguments. If this 
ode is exe
uted, it will print out four hexade
imal numbers, 
orrespondingto the values on the sta
k where it expe
ts the missing arguments to be present. This allows an atta
ker toexamine the 
ontents of the sta
k.The following 
ode illustrates an even more insidious form of the format string vulnerability:1Libsafe requires no spe
i�
 se
urity expertise and 
an be installed in under one minute!2For g

, warnings are produ
ed with the -Wall option, but not with the default warning level.1
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k_
ode, 0, return_addr_ptr);The above example takes advantage of a relatively seldom used printf() spe
i�er: %n. This spe
i�er
al
ulates the 
urrent number of 
hara
ters produ
ed by the printf() fun
tion and writes this number tothe memory lo
ation indi
ated by the 
orresponding pointer in the argument list. In our example, the pointeris return addr ptr. The astute observer may realize at this point that a mali
ious atta
ker 
an potentiallyoverwrite any memory lo
ation, in
luding lo
ations 
ontaining return addresses. Furthermore, the above formof the printf() statement 
ontrols the exa
t number that is written to the memory lo
ation. Our examplewrites the value start atta
k 
ode to the lo
ation return addr ptr. Assuming that start atta
k 
odeis the starting address for some atta
k 
ode, the next return from that exploited fun
tion will 
ause theatta
k 
ode to be exe
uted. Often, this atta
k 
ode 
auses a shell to be started, and if the pro
ess underatta
k is privileged (as is the 
ase with many daemon pro
ess), then an atta
ker 
an obtain a root shell.Fortunately, it takes a bit more ingenuity to a
tually take advantage of this vulnerability. Usually,vulnerable 
ode o

urs in a form similar to the following:if (illegal_
ommand(
ommand)) {sprintf(error_msg, "Illegal 
ommand: %s", 
ommand);...syslog(LOG_WARNING, error_msg);return;}In this example, 
ommand is a 
hara
ter bu�er that 
ontains a 
ommand from the user. If the 
ommandis illegal, then the sprintf() statement forms an error message that is passed to syslog(). Under normal
ir
umstan
es, syslog() will simply append error msg to the appropriate log �le. However, if 
ommand
ontains printf() spe
i�ers, su
h as those in the �rst two 
ode examples, then bad things 
an happen.Su
h 
ode vulnerabilities exist in real life, and the 
orresponding exploits also exist. In fa
t, existen
e ofthese and similar vulnerabilities and the relative ease of obtaining exploits has largely led to the prevalen
e ofso-
alled \s
ript kiddies," or atta
kers who systemati
ally atta
k remote ma
hines using downloaded s
riptsin the hopes of �nding a ma
hine that is vulnerable. Su
h atta
kers often possess only a rudimentary knowl-edge of networks and systems. However, they often �nd great su

ess due to the surprisingly large numberof Internet-
onne
ted ma
hines that exe
ute vulnerable software. Part of the problem is the 
omplexity ofsystem maintenan
e. Making sure that one's ma
hine has the latest version of every software pa
kage is notsimple, espe
ially sin
e system maintenan
e is often a se
ondary responsibility. Also, some vulnerabilitiesare still mostly unknown, and software updates to �x the problem may not yet be available.This is where libsafe version 2.0 is valuable. Libsafe version 2.0 will foil all format string vulnerabilityexploits that attempt to overwrite return addresses on the sta
k. If su
h an atta
k is attempted, libsafe willlog a warning and terminate the targeted pro
ess. As with version 1.3, installation is extremely easy andrequires no knowledge of the system, appli
ations, exploits, or even libsafe itself. Also, be
ause libsafe in
ursrelatively little overhead, it 
an be used to prote
t all pro
esses on a ma
hine, thereby potentially dete
tinginstan
es of vulnerabilities that may yet be unknown.2 ImplementationThe implementation of format string vulnerability dete
tion in libsafe version 2.0 borrows heavily from thebasi
 dete
tion me
hanism in version 1.3. There are three main steps in the dete
tion me
hanism:Inter
eption: Libsafe exe
utes its own version of sele
ted vulnerable fun
tions.Safety 
he
k: Libsafe determines if the fun
tion 
an be safely exe
uted.Violation handling: If the fun
tion 
annot be safely exe
uted, libsafe exe
utes warning and termination a
-tions. 2
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eptionThe basi
 idea behind libsafe is the inter
eption of vulnerable fun
tions by safer alternatives that �rst 
he
kto make sure that the fun
tions 
an be safely exe
uted based on their arguments. If the 
he
k passes, libsafeeither 
alls the original fun
tion or exe
utes 
ode that is fun
tionally equivalent. Otherwise, warnings areposted and the pro
ess is terminated.Libsafe is able to inter
ept fun
tions (i.e., substitute its alternatives in pla
e of the original fun
tions)be
ause it is implemented as a shared library that is loaded into memory before the standard library (i.e.,/lib/lib
.so). For Linux systems, the run-time loader, ld.so, is responsible for loading the variousprogram 
ode and libraries into memory. For programs that require the standard library, ld.so loads thislibrary into memory and links all referen
es to library fun
tions in the program 
ode to the library fun
tions.If libsafe is a
tivated, ld.so loads the libsafe library into memory before the standard library. Be
ause thelibsafe alternative fun
tions have the same names as the original standard library fun
tions, ld.so uses thelibsafe fun
tions in pla
e of the standard library fun
tions.Most of the libsafe fun
tions perform a safety 
he
k and then 
all the original fun
tion or a safer alter-native (e.g., snprintf() is 
alled in pla
e of sprintf()). However, two fun
tions are treated di�erently:IO vfprintf() and IO vfs
anf()3. For IO vfprintf() and IO vfs
anf(), the original sour
e 
odefrom lib
-2.1.3-91 is in
orporated dire
tly into libsafe. Libsafe needs the original sour
e 
ode be
ause thesafety 
he
ks for these two fun
tions require knowledge of lo
al variables.2.2 Safety 
he
kThe safety 
he
ks for ea
h fun
tion are highly spe
i�
 to ea
h fun
tion. For IO vfprintf(), libsafe performstwo 
he
ks:Return address and frame pointer 
he
k:For ea
h %n spe
i�er, libsafe 
he
ks the asso
iated pointer argument. Ea
h su
h pointer ar-gument is passed to libsafe raVariableP(void *addr), where addr is the pointer argument.libsafe raVariableP(void *addr) returns 1 only if it determines that addr points to a returnaddress or a frame pointer on the sta
k. Otherwise, it returns 0, whi
h means that addr points toan address that is either not on the sta
k or whi
h is on the sta
k, but whi
h is not a return addressor a frame pointer. If libsafe raVariableP() returns 1, then libsafe has found a violation.Frame span 
he
k:The argument list for any fun
tion should always be 
ontained within a single sta
k frame. Thus, at-ta
ks that attempt to probe the sta
k using statements su
h as printf("%x %x ...")might requirearguments that extend beyond the 
urrent sta
k frame. The libsafe span sta
k frames(void*start addr, void *end addr) fun
tion returns 1 only if start addr and end addr are lo
atedin two di�erent sta
k frames. If libsafe span sta
k frames() returns 1, then libsafe has founda violation.To perform these two 
he
ks, libsafe determines the lo
ations and sizes of the frames on the sta
k.Figure 1 illustrates the organization of a pro
ess sta
k. The beginning of ea
h sta
k frame is indi
ated bythe presen
e of a frame pointer that points ba
k to the previous sta
k frame. Libsafe �nds ea
h sta
k frameby starting at the top-most frame and traversing the frame pointers until it �nds the sta
k frame for main().The top-most frame 
orresponds to a libsafe fun
tion. Within this libsafe fun
tion, the frame pointer isfound by using the g

 fun
tion builtin frame pointer(0). The return address ba
k into the 
allingfun
tion is lo
ated immediately before ea
h frame pointer. This te
hnique works for most pro
esses, with afew ex
eptions. Certain 
ompilers may not produ
e 
ode that pla
es frame pointers on the sta
k (e.g., g

-fomit-frame-pointer), and some 
ustomized 
ompilers may not lo
ate return addresses immediately nextto the frame pointer (e.g., the Sta
kGuard 
ompiler [3℄).3 IO vfprintf() and IO vfs
anf() are the 
ore fun
tions that all other *printf() and *s
anf() fun
tions eventually 
all.Thus, inter
epting these two 
ore fun
tions e�e
tively inter
epts the entire family of *printf() and *s
anf() fun
tions. Note:syslog() also eventually 
alls IO vfprintf() 3
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Figure 1: Sta
k Frames2.3 Violation handlingIf libsafe �nds a violation during a safety 
he
k, then it performs the a
tions in Table 1.Table 1: Libsafe A
tions After Finding a ViolationA
tion Default Optional?Terminate pro
ess O�/On Not optionalAdd a entry to /var/log/se
ure using syslog() On OptionalPrint a warning to stderr On Not optionalDump a hexade
imal version of the sta
k 
ontents to a �le O� OptionalSend email to a list of re
ipients O� OptionalProdu
e a 
ore dump by 
alling abort() O� OptionalThe main libsafe a
tion after dete
ting a violation is to terminate the pro
ess. Data integrity aftera violation 
annot be assured, and therefore, the safest 
ourse of a
tion is to terminate the entire pro
ess.However, for violations of the return address and frame pointer 
he
k, libsafe 
an optionally allow the pro
essto 
ontinue exe
ution. This ex
eption is based on the assumption that programmers will almost never (or atleast should never) produ
e 
ode that attempts to use the %n spe
i�er to overwrite a return address or framepointer. In pra
ti
e, most o

urren
es of su
h atta
ks result from pro
essing user input that unexpe
tedly
ontains the %n spe
i�er. In su
h instan
es, sin
e the input is garbage, libsafe 
an usually allow the pro
essto 
ontinue to pro
ess the input as long as the %n spe
i�er is not permitted to write to memory.2.4 Notes1. Libsafe relies on the lo
ation of frame pointers on the sta
k to determine the lo
ation of sta
k framesand return addresses. Some programs have been 
ompiled without 
ode to embed frame pointers onthe sta
k (e.g., by using g

 -fomit-frame-pointer). For su
h 
ode, libsafe will automati
ally dete
t4



libsafe-2.0 White PaperDRAFT VERSION 2-6-01Please do not distribute.the absen
e of frame pointers on the sta
k and allow the program to exe
ute normally. However, itwill not be able to dete
t any exploits for su
h programs.2. Libsafe is linked with glib
 and is in
ompatible with lib
5. If you have a program that is linked withlib
5, you will need to either obtain an updated version linked with glib
 or re
ompile the sour
e 
odeyourself with glib
.3 Software AvailabilityLibsafe version 2.0 has not yet been released to the general publi
. However, it is our intention to release thesoftware under the Lesser GNU Publi
 Li
ense sometime in the near future. Please 
onta
t Timothy Tsai(ttsai�avaya.
om) if you have any questions or are interested in evaluating the software.Referen
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