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mem function
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Level of data flow
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Workload Specs

Workload

Activity

WorkloadFaults

Workload specs

Normalized

0

1

io
Disk

Network

Video

FI WG

memcpu

Measure

Injection strategy:
Random
Stress-based

Register set

mem parameters:

cpu parameters:

kernel/user space

io parameters:
disk controller

error set

Fault Injection Specs

stack space
text/data/heap/
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               end of test program

Start DM
Init DAS

Read CFG/path info

Select fault

Select input START dbx

Set breakpoint
at stop address

START poke

program
running?

Analyze collected
DAS data

Activated?

More inputs?

More faults?

END inject

No

Yes

No

Yes

Yes

No

Yes

No

Note 1

Note 1: At breakpoint or

Solid lines represent control flow within a program.
Dashed lines represent time control between programs
     (i.e., the "Select input" action in the inject program
              triggers the start of the dbx program).

START inject

Connect with DM

Inject fault

Tell dbx to continue

Wait for error
detection or timeout

Download collected
DAS data

END poke

program, if needed

END dbx

Invalidate stop
address

Run test program

Test

Resume test
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